Xiaomi HyperOS

I\ K E F OS

RABEH V1.0




|

111

2023 FNTF/IKME, EAREMARASN—F, LE—RINRAWZEHARKK
2B, EAELF—ITE2IHRENIE L, £RMERNERLZ L, X—FRNXEE
=R, EBFR, X—FE, RNEAWSLEM. WEBHMAEREND, ARK
5-10 FRIKHIARRIT TIRSCEM , HAKRK 2-3 FHH—BREBERMEFRONES,
(FZF 2023/01/30)

WINKEIZ A, BT IRt A MIUL
JEAPBPERAARTE, MU ARRETRERERFARERLE, MERCRARS
KRB Linux R, ERFEER. MEREE. AREAMTAENRE B . ik
2013 &, AL THEXYFRENG, MEREFE, AFRPAFPRAKLENIETH
NIREE, BRWATRER=F,

BEE loT WEHRERH, NKNRARNRFANHAEBELRA. ATHER o MEZPIR
BRENERUNERRE, 2014 F, NKHAH T ol IRENIERDIN, 2017 F, /N
KB Vela OS ENERH, BT HMEENSEEREMSTm, Vela OS fE] T B4,
&), TIHFNERIERNEXRRE, FRELSR— ol REES, BRIEERINED
X 2000 B &aLAE,

2016 &, /INKFARMREBIRNAER, 2019 F, ROARFTHAEEHERRS
Mina OS, #ESS @ LNIESFRIE, BREIREPBAINEFILEE, B
DED AR BERMA/NKEFE OS,
2021 5, INKFFET FEHL OS B &

2022 &4, HATRESH— MIULL Vela. Mina. FEH OS IPMRANRHELRE, Bitb, /)
KIRERARESH T

B2 5000 AFAKEI, XEIWFEITE, NK@HE OS MiEmE, "AEREES) B
WHE,
(F|ZE 2023/10/23)



INKIBIER R KEIC

2010 &£ MIUI it &=

2014 FF F—1Y loT IREEZE NN, BH loT HHE K
2016 F BintRNAERE A

2017 £ B#ff Vela OS, BEE%— loT IREB RS

2019 & Fff Mina OS; BMMAZLZE2RAZ
2020 & BinEBREBIMYELS

2021 F H—RAZRIZIRIT; INKKE OS B

2022 F H—IRHRE, REMKRIFLTH

2023 & /INKEHE OS L, AARBHEET 7 F89E, HAEBAE 5000 A



BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 1

- | =] e
=AW

EEBRRAESSHFUERENRE T, HNEELE-—TMRATEANERZE, K
EEBMBANER, MENRENZNAURKEES AINES, AENEENL
EARNEREEBRBHNEMN, IRAAB—BXTEANES, EERELS. &%
MXHFES NS ER T RZ M,

EXENERT, 80N, ETE—REMUHERAEEITRIA, HUENAZER
RIRATE R, IAHSHRARRERBM T B—IRE, BH T —THEESRESEHN
MBENME, AXMRED, RNFE-"EHN. EASHENEENRERRRET

B,

TR, NKZHEOS MIEME. EAMXEREAAREDIERSEERRK, BRERIE
RExENRGE. Z2AMMNREM, NKZE OS JLUEREFN. SaEBEHMZE. AloT
F200 2T mEL, REEE "AER2ETS, .

BB, BEE A KARRNZEERZ, BEARERENERAE, RERBRE—EES,
MERA T MRS N AREM, Eit, REFAMNERNDEETERZ
TE, NENMRXMIBRARE,

EXHX—RIIABkE, NREFBET RETHN, ROAMSRUSIIENRABRE R,
INKRBBINERARR LERATRENRR, MNNOHSEEESET NEEAZ. &R
HIRS . BinEREIARESHNENTE,

ERXPERHNEX BHRERAEE T, HNFEREMBIFAHEL, /KT HE
0S TRENAKERNAMEERNEA, NAPMALEREN—HIRNZR.



BEREN BARZE BinE RRRS SIER RBEAK RRES FHEFF MR 2

2 BRERM

21 BAREHEN

INKZHFE OS B—PMAT—HIHESSHREESRITNERS, TEHILATREDL K
RMTHRRLER:

o IRESHM
AHRINHFHAD, SHEFRFNEATEERESESIH. NKZHE 0S BHE
RHE——HMUNTE, EFtE—SENRESF. EERINZE. AloT ERHME
BHIRE,

s REENRE
REHERFARERZAARAZREEMHITIRIE. M/NKZHE OS TEIRE RS
RE, UBREMHNEBEREEE,

s FARRENEK
INKZFE OS EM T BinK—NRIFRSEITH, AREITUFLR—IR, iLRBET
EARRIRE.

o BERPIRE
INKTEHE OS FTIERZEM TEE OS (EAL 5+) fEHMZ 2%, DURMEENKGH
EERRERNR2KE,

o SMHItEREEE
INKEHE OS ERITIIMEZ REIS X RENMENRZRE R, TEHRAXRERA
mRH.

s BMESKRE
ATRSIESHALRESSHEEESHRIR, NKZHE OS N OBMHERET IR
ROIE R

MWK ZFE OS HMRENSHE, REFDIRE. ARRE. FHEge. MEBRMES

RESHRRMRT ZENBRRET R,



AR

BiRE RAERSSER RBEAK RRES FHEFF i 3

el

2.2 WRARZE

F_\.zm,% """"
Apps

Eii/= BHXNFRE BiRRSERTFRS BIRALBNFRS BiRNAERTF RS BRRLFRER
HyperConnect

Android
Service A FRS Service

|<€<—>>|
A EEABY Kmm Al BEBIER
meseE=s | T ]

Service &
Framework Android _— FIRES5E(TH Vela
Library SHRBFRE B F R4 - e
<—>» PPERN
Android BREAE RS

( B ( A

Vela

REFRSR

onam
2080

¢ System calls ¢
Process Memory File Network Device TEE f25
Management Management Management Management Management -
K=

Kernel [ Multitasking ] [Virtual Memory] [ File 10 ] [ Network 10 ] [ Device |10 ] [ MITEE ]
Linux + Xiaomi Vela
Memory File Systems / Network Peripheral p
Szl Block Devices Protocol/Drivers Glels
L A A A A A J L J
'} Y Y } Y Y
BEHE Network
CPU / GPU RAM Storage Display/Touch/... TrustZone
Hardware - Adapter il

2.2-1 INKZHE OS KRR

2.3 O

RZE:
o Linux R#%: BIEAZNRELEGSE EHEREHASRNMREEE,
+ Vela B#%: RIEAZMNRENEHRE, EHAREFPHRBENHREEE,

RSSERE:

- BRPEFRR: ARGE. SO ENEERRARR, URKRNBIESEBR
#iziT.

s MEFRFR: EEXFBZRE. 0HN. RENSHENMKBERS, UBEARIRE
MM A7 REEEEK.




BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 4

- ZBREFES: RETLESEEARE (WEHR. WMANER) URSZSEAREHER

BERINREFARS .
- BEFRR: AREENZHERERURARRE (U) BER. SEaEMmELE TR
AP AH.,

« BEHRIZFRR: AREENEHEGERUREHEALDMNENRIINEEMRS,
RH—EFOEEBDED,

« AIFRE: EEEAXREENERNNSIMARR Al B8N Al SBEHER, FHiE
HENAERRS, EETRFHN G,

 ZREFRF: BEABDRENNAHRNZ2FTRMIRIT, RHEEEHNZEMENRT
RiF, BRAPRENIENRZ.

« RIFRSETH: BRHERSF—NREFRIETH, BRUARRETHERE,
AREEBRETH—Ht5%2MH.

BinE:

s DHRNFESR: IFZREFZANMELENSELR, ERLTENSHNITERES,
RRESAFPBIREERAR,

- BIRRBZIERTERES: NSFENAEFREE—BHRNRSESD, USENARE
FRThEERIMEE, RET TSN BEEFRS TS

« B AHBNTFERS: RUTHREMHALAIENE, UXHARENEEZHNAR
FHRS, BMTRSNBEFNIUBEEN—BE, FHAEEBEERRIAF LN
HIP BRI NBEER,

- BisNAERFRR: RUE—MEQESERETEREINEERNHBEFERE, BR
RMER, ERBPONEAARR, HFEOTNREEFNZENSBEEREZSENEK,

s BIRR2FER: EITRUEZSEMRBARP, URRERIZSEZENBEHEHIE
HENZ LM,

FEERS:

c AR¥EA: ARFAER—EIRNRR, SEHBHARENZNBREFNRS.

© DRAEFR: INKEHFEOS WD RARRE—INESERNERE, SEBNAMRS S AE
BHAEEENRE L, BRESHEMNNARFNRS, WHEABHHMBFREX,



AR BiRE RAERSSER RBEAK RRES FHEFF i 5

Ll
ﬂ’% Uiy J=
31X FES

311 FEZEN

PHANFREAREEFLERNER LHRNBRESMIRSER, BETEHERERN
BIREERDN, BERORSNOBNEALANAESHE. FEEK. XHERR.
EHNE. EEEHSRENNARNEDT R, FEN EENARHEMNZ2BE
RIKSESRS, BNBIRENENFERH,

3.1.2 FRFEERN

ESEE 2 EHNE RS

BiR &R RS IR X{#EfE RRLINE RS

ERFHIER EREEE i BRETH BiEHE BERERS

BiR&Emn HiBREHR BiRE B M 11HE REPL

SRS

™
ARRELOES SRAESAE ARAEME HaXEEE paihn e SR

B A ERRINY

FIREEEER

p =
BREERSE hEE —NZHE MiWear R23EE
i

BHRE

311 DHRAFRARY



BEREN

AR

BiRE RAERSSER RBEAK RRES FHEFF i 6

31.3 EREFMH

3

131 BiREHEKE %

AN A
BREERKSLRMEDSIREEK. BETL. RUMEN BLN. BiMER. €8
BEE, BEM. —X¢ZHEEEE

[TERI: BUER—NT BRIINE, THFEEX &, MRS,

Biti&E#: REF—NETRSKHNZAES . RBET. BEN. RYREFE
EBERD, MHESiKiER. BEERA.

EREE: READRSNERRIRERBIE.,

BARN: RHBMRNBFLIRENREE SRS ERAIEE

—NEZHR: RHENSREDIVERDKES,

BARERY
BiREEKES% SDK

REEE

HiED & MR ER
. MiWear
- HIEE R TEER loT-Link neEE

%LE“J-LEEI% 5iNIE

IE5RM

a8 | BEhERE

312 BIREEKREE



BEREN AR BinE RRRSSIER RBEAK RRES FHEFF i 7

KRR

1. BaBEMN
BAMET LB BIRENRS BB . @B, SMLSIAEMMEZ &R, Flss
FREE, REEAYER, RHEEA—AKRN, RANELEAVSHNERE,
HEET RRHFHE,
M JBIE. SISHERIMER, RERNIZERN, ELERESHNAMNSIE,

IR% B
REER

IRE A
REER

%5 C
REER

3.1-3 BEEEEW

. REED, BREE, BSSUEER
SHIEREROERE
B =00 = =NER]
@g A28 & AT B EE R
K RIS & RN N EREFHAEE
. HMEHE %P , N R ERE
@- AR S B AP E A - 0 45 2 (B T B4R
o ToIE AN RERFRNE, Z2E

3.1-4 RAHEM TG RER




BEREN

AR

BinEz RRRSSIER RBEAK RRES FHEFF IS 8

o IREFIEBR
XEAZMEEEA, 81F BLE (Bluetooth Low Energy) . BEIM . BigiMA
MENF, RRERIMELITEFZE,

o HMKRKEET
RHNFIEEMG. AFRFE4ISRETERMREANSE, FE05E. MaEiE, TR
S RN BESCIU IR A LR W o

o HRINSERBHIPFREN
Ba PR EHRINCR. RENEHER. URIEENHRER, HLURENFHE
IR BN RIER L

s BEITHNEREE
ETFEEARBLS, aTEXWESHERE, KURER, ZHEMEWLS, Bels
HREHEABETI S,

. ZHRMNSEH
EELHBERAR, RRRMENLE, REREER, BRABKAER.

2. —{ZHBH RPN

—XNZEE D RIEZFFN B EXH Topic ERHTERITRMAR, RENBLRH
MEENEEFEEF B TRERMERNEE, INBRM‘EE. RE. RE
RfEHEE.

XBRINEER
BLE
A WLAN
T

Wi-Fi P2P
v

B 3.1-5 ZiREN KRM

YV

) 3% 5 2%

YV




BEREN

AR

BinE RRRSSIER RBEAK RRES FHEFF i

o HEERE
RIFRFEHEAMIPRE. REME. RERS. MERE. BEOKXNEEES
HERRIXIA X IRIRE

s RETE

HEXFRFRNESHE, BRERX, TREESNSHERELE, HRE

REe8HE,
- BESH

ZNHR, IEGHAE—HR, REEAE.
s REME

BE . ERSFHVERNEE, DEIMELNXE, BRESNZE,
- RiE(ERE

X EFERKSIRE. EERE. BEANEXREFSHISNE

3.1.3.2 IRSBSHELR

RN A
EERT2RMOEM L, STBE. X4, REABREES, BEFEGNE
HEEEA.
RSN
ig&A g% B &N

&HY

g

FHALOIRS

SHAEIE DEIEH DHARE PHNEE SHAXH

BiREEHKE%

31-6 D IUARSS R




BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 10

KgAK

1. SHEH
AN EHLHBERENZRMEMNAEE, S$NARANAER, NBF TR IEEE
AEENRITEYS, ENAEREARREEAME, ROKEARRENENMNE.
DHNEHRZSIKIDEREMRRAXBRA,

BRIV

HEER: BiREEN
ZioA LNREERFNMBN, BEEREALFTER

DHNEHEE

At iEH SRR BiREENEERS

BiREEKEDE

B 3.1-7 o VEH



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i n

2. SHAEIE
PHAMEETERFERLDYE, SMERFNNARFREURBFEENSHIE
B, XHBEREHERSAFPHE, £2HKRRE LEFEDHIERAF K, B
FRASMIRREED, NBYUSHEEREFISHASEETP,

DHINEIRE

HEE R BiIREHEIIR
SRR ER, XNBIRE. BERG. BENASHIRE

PHAMIEEE

AithEIREERS BiRENIEEERS

BiIREEKEE

& 3.1-8 oI EIRE



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 12

3. 2HARR
DHANREHMRBRTERS, RIEREABEGENRE, BHLEKIEF. & root
MR, BIBRRFREERERNGRENZE, RERMNIRZERN, HHER
R REFEN LR BERE, R CRBRERTHUEER.

DHARE

ETSHERENG, HEEREBERERKE

& B @
RERR EER BRI

Tﬁ%mm

NHhARESEE
Atz = EIBRS BiEReEERS
ARSS AUIRIRIE IE%EE%E

BiREEKE 5

319 oHhiRE



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 13

4, FHAXM
PHAXGENBPREFONAEFRERESREZEANXGHZESD, FHEEKS
TRE—NBAX4NEBEREHE, NARFITUARMXEMENFHEIRS, £2 MR
FEERE M,

pakiE A s

HEGR: BIREXHERE
ERRUETER, XUBRE. BERS. BNANXHER

DHANMHEE

At EERS BIRENMHEERS

BiREEKE 5

& 31-10 2



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 14

3.1.3.3 BiRENMAHKIER

BARNE
RHENTE. SWRMNENEREAL R, BRERRSHA. NAERAOFR. &4
MRAFEEFRBDERFLEFIL,

ARG

BEXFFRHESS

B EZELR API R FA R IHESR API =B BEXESR API BEf i EIHESR API

BRERURR Y

B 3111 BiRENAHARAE




BEREN AR BinE RRRSSIER RBEAK RRES FHEFF i 15

KgAK
1. BbERESR

Bl EZHESR AP

SABIREEREBE, BH°
HAMAR. LEEH. BED
RERBEEN,

3.1-12 BERiERESR AP

BHERIER AP S FAMAI . #iFEER. BREIK.

o AMEMR
IRERELN. REXE. RSLL. RS T, ANXBEETEFESHRININE,
RmERGRS, BEMTRKRSES, MRERTKRIRS BN, SHFHFSEMS
X, SIHRERHE, BRERS.

. HiREW
J3—{LEESF . WLAN. Wi-Fi P2P EXEBEIZNESR, BHMH—EME. REEA,
RXRIEEIRE ID MRS AR, AMUtIREE, LUWAEER. XESSHERE,
HIREESFHAEMAN, IEMRARIE, BiibeERS.

 HROK
EWEISTE Topic TRARE, RHEETE Topic kMRS, BEMRREITINZ
Topic IRNEIRRETER, BESAZFHSITALN, JEKEIERE, B3

IR

.
=
-

kWA

31_13 7%/%\%&



BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 16

2. NMFAENDIESR
RMRFEIMENRSE, EAFPBRNEBENRE, BaE%. BEIBRERFHEEE,
EWiRRERIE, RKOXRMNARE TR —HFER,

Rz R &= 7ItEER AP

REEREONBEDRE
JiRHEBREERE. REMN
R FREAIRR

3.1-14 N FEIIHELR AP

=8 ELEXHESR API

REBRENTERENEH
Be, EAMENKERND
Ry, RSEFNEERR.

& 3.1-15 £ EBEKIELR AP

« BEFINKBIRETSERERITIE, BHERMEKIERE,

o XFERNKZORE, 8EFN. FiR. LR, B, B8,
s XFEREMREBMMMNN, B1F MiPlay. Miracast. DLNA,

o XEEHIPOREERARE, RANXHNARNERRABRERE,

- EMSRBARTESERK AP BHIRETIER, BIUSRERKIEE,



BinEz RRRS SIER RBEAK RRES FHEFF LIS 17

4. EHIHE

B EIHESR API

REBREOEEEMLEND, NAERMIRENEHED, SRR
RS,

O KiEthE @ sTRiE
3.1-16 EEHHEIMESR API

o miREHRIRAMA, GIBAARMEGH—HFRRMTIREEERES] . REBRSSET,
EEIRE ID, RIOIREURIRE EREHAMULRSAE,

3.2 BinlRSIERTREA
3.21 FRHGEN

S RSERFRRAETRAEMAENSED, U SDK HERONGA N EENAR
HRE—MRSED, XERSEFEWHTEINR, WNARSEME OCR/ XSEFEE
IRIRIRSS IR / RIBRENF

MTUBARRAKRERE:

+ RBEHEREN OS REZDTLATLH—PER.

« TUS5EHERSEHEBANARER, SEMA 0S ESKNKE.



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 18

3.2.2 FRHERN

RN

& = 2 ©)

FzFH E2140 ul HEX Al Z2 B R4

BRSSHESR | RSBIER || ERSHER | RBER RSER | RSER | HHEER | RSER

Core 1EZ2

RBHER

& 3.2-1 BinRSERFRRERN

3.2.3 ERFMH

3.2.3.1 AR SSHESR

BARNE
NARSAGEREAFRENNABRHERS. OCRERE. SRZFSF—HNRSLR
5. NARSAGMNTHARENRSRERFZE, ANAHARMEMRSHE



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 19

BARERY

NAE

RN

D R | RRATIR

M A BRSS Kits

Q) [S] =i

= BRER

Platform

REBERE

& 3.2-2 MARSIERKR ALY

KRR
- NARSEHFERADNTMELR, FEAHEESRTHREK., AURAEENA
RS EEEFINEE,

« RERSJSAHRBBHRSNEHEEEDEE

- XERSAHRUSRERFENEFENRFEREIE

+ OCR RRSZEHRMERNE R XFIRFIFZRERE

- BRERAMRMERZR. LB XFRIEFEHRFXBERERSE



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 20

3.2.3.2 StEREMSNBIARSS

BARNE
SHREMIUEMRSIRMENFE. HAERIENSMBMRRS, BAWSREERFF
EH B OB, MREPRHNSHIMTEAER.,

BARERHY

NAE

INKALSR B OTT X4 ERRR

Audio Video Other

EER | B R M3 'ﬂiﬁ EIE R EigarE

sHeE s %@gﬁ BFER

2RI

Media Resource Manager

RRHER

& 3.2-3 SR SIE AR S5 AR SR

KgAK

1. BRIEEEE: STF/KBNAERNENERMER. REMNER.

2. EWHBE: SHFXMSUAITEMNER, #HEREXNSHMASTHERK,

3. MR HRERINAEMSURINAES], oIbRERN M ALS]E

4, 2RV NEETENERNEREES, TEBIERSENFERMEREEERAA,



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 21

3.2.3.3 MAzL Ul B4

BARNE
NERRGNARMBENNSS. 18, B, ¥ —ERBEMERSHAR/NK
RE (FH, ¥R, FERE) .

BARERY

NMAE

RENH

RBEIH A

sl 1 EES =pevEts BENGE

Core 1EZ2

zh75 DPI {252 M Rz = K Y HE SR

& 3.2-4 Myl Ul B RS

KgAK

1. RREESHNAL: BRBUARREESH, ERARDMHE,

2. BEMMUAK: REARRE /EOXE, BNPBERESHRIR, SHESTWL,
3. BEHASANMKK: REARNXARE, BiRERERS,



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 22

3.2.3.4 BEXERSSHELR

BARNE

BT RENEREERMENY, SMEFANEMERK, #MXEBKIHIR
WESG., AEREERLBEHNEM L, FRIMREER, Z2R—REER, X
FENAREEMNZESEENREKSZRARS, IMELENSRESRKRENNDET
RpeH. BinTEERKR, URSEELRHNBIRENE, ENAESHE, ¥8
BEK, XHRZE, BHHE, BHESHEREKEXDT R,

BARER

XHRE

X4 Ef%

BB E

B&RLIDE

BirENAEA

BiREsm B B iE

BizgE

HNBREHR BRIt P51 el

BEXARSS Kits

Rz A Kit BHHED Kit

HEXARSSIESR

EHENRS IRIRS BUHENLERS _

B 3.2-5 BEEXRSBERKARNE

KRR

1. EMEREMER: NBRUSREHESHENRELRN. EE. £H. ANMERD K
HLEl, MEERESVHEREBERE,

EHEMEIRS : SMBFREEEMUE, LBHZFEZS5HE, REEA, FE
Bl 5=

N



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 23

3.2.3.5 Al IRSSHESR

BARNE

Al RBIERZREAXRREENENNRSE Al BNEPEERIER, HERUEERHRS.
ERAERAERKIRIT, 5 Al BNRMDEBERIEMEAN, BN A BABKSGR
Hgz—. TFE. 8. FENAPIEO, BNERETEREINRRRS, BAONA
R 2SR EE SR L

RS
] Hith Hith

NERF K BERL || RKGMA || =AA

MIAI 5|

Al SDK/API

gEHO

Xiaomi e
HyperMind INEEW

BAESLE ; : = VIR Iz F 7

B 3.2-6 Al [RSIEZRKARRENY

KA

1. Xiaomi HyperMind: 2ig&RBE$K, BERERFRMESD, EIANIR, iLE®
REEFTIBRKEENNE

2. KEE: BETHURAREMESNEE, #BKAFPFBANER. M. XFEE
BERTRELEENES,

3. BITIESS: RETREME. HE. AL, FTLBESEXRIEE., REEEETHNS
MEEMNE, BINFRENREENR, 15 Al RSERREBEAMIENIH Al %K,



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 24

3.2.3.6 T2MRSIER

AN A
LZERSERNNARMEZRZEFREN, BRERETGERS. EENBEVRS
MERREIRNIRS SINEE,

BARERY

NMAE

RENHA

NABE | KSR | KB | KIS

REAERS FE AR R AR U AR

RARERE

B 3.2-7 RERSERKARY

KA

1. REYERS: & TEE PAISKBMAZTEMLYE, MEBEENEREETIRZERSFER
RMENA,

2. BERNMAEN: RENDTEVRAPIEEFEERNA.

3. ERREEN: RAMNRER E%#Eﬁﬂ\_n SHARZNSHRNEEREERR T,



BinEz RRRS SIER RBEAK RRES FHEFF LIS 25

3.2.3.7 BT BHESR

AN A
EGITEMERET GPU/CPU 1R#EENFE. MEERIENEFEGLIERS, HENA
BRAEMBXZK, BAFRWSERE,

KA
1. BOEAR: ETAREGTE, BIEASHEEINREZIERE, BREEGKNRE,

EHEEH. BiFd,
2. BFSIE: ERNARHN—RSERE. RIFE. BERERIIERS.

3.2.3.8 ZRAEMRSHELR

AN A
RGRSERNNARESMRSED, LNTRRD, MERE. FSBRFEN.

KB A
1. BikiRsh: XPFNABEMRMDERMMER, TEEFNRSBAAR.

3.3 BinAHXBENTFRSR
3.3.1 FEZEEN
SHARENTRATXBRRSEOR, HEHBRARBITEEN, ILRGFE

ZTLMER C/C++/Rust FBEEARSHRNRARERFEE, UERERASRE
REHH, ULHITERRNBRERR A HEEE



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 26

3.3.2 FRREEENM

Bixn =

INKRZIRS INEIRS EaREE BESSH

Binin kR SR A BinREFREM (NDK)

tRERZ

& 3.3-1 Bin AN FRERAZRY

3.3.3 ERfE

3.3.31 BEmREFEROR

BARNE

BRRSEOBRENTESEARNFY THIP—BiREARESREARNREME
B, XF—RFUENEREARTZBEIBAFZENEAE, EENRILAPT @M&r
FETUERENZMGT, ERXROEENINEARNEEARER, ERR—NERR
B, ERHEENARHITEANENT RS,

BARERY

BinREF R EMH (NDK)

C/C++ RS arch-arm RO | QHEME

Rust iR arch-armé64 | trfEEO




BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 27

ES SN

1. FEEO AOEEORIE—HL X (Header Files) , BFENXFERE C/C++ £
B ERANRY. S8, ZNEEE, TUERRERZAR (POSIX APIs) |, &
BETLEME. Bf. &2, NEEE. inEmEEEEN,

2. AHEME  AHBEMERE—HBHEZE (Shared Libraries) , 88 AHINEEMEX
MOESSEL, BIINmEEE. BHEEE. FIWERFINE, AFRARTUEARRRN
RBEFEPESERXERE, MOURESKABNERMS—3E, FeeBEWRESR
B, S ABI (Application Binary Interface) , &/ ABI| #iEHIFEMNE
S,

3.3.3.2 K=

BARNE

MNKIKSERFPBTHRRENKERSMRENE—BNITR, AAFPREHAKSSHE
EBRSS . BRIIVKIKSEPEKRMEMSH S MR AMEE, NEHRICKAFPRERS
SMRAENNRS, NRKSEFN. FiR, LK. B, EFEHEEFSHPRER
RHBHENSRS.

R
MEABR =RS INK I KK 85 SEFNE
SDK SDK SDK SDK SDK SDK
— q WebView

FESR
I}JﬁEE . Sp s = a FIDO
Cookie EE REINE SIM Bl S SNS JSB B2 Authentication

F34 =
== (TEE/TA)

3.3-3 IS FRS
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ESESETN

1. AFSRMHELER:  UBRRSEOBAEM, RERAFEFN. ¥R, £ic
A, B, EREESEMRERNESHE BT Y, T2NERKSIAIEE
EEMNER, ERIBTNERIIAMNKSHEEREREM,
FREBRFEEFLREHFLR, REFRKEEND, BT TEE MIEPHNFARRHETIR
BHREE, XU TEBIRE—NRLWA. T2FE. MEMEER. WEERINE.
Token £ AHEESE,

2. RFHERENER BT ARV ESHERMZH SDK 5§ JSBridge £, HLIMR
HREMZSMHERAN, BEEAEBER. RSEEER. OAuth BNER. AKE
ER. WebView BMERSE,

3.3.3.3 =iRSS

BARNE

ZRBSERZRENNTABEPR, TEPERRMTARBFEESREDRTHNESLS . &0
EEMDZFEHN. ZRSEFHENENANEHIE, RENHUEFREEMED, 6
HEEEYUSNAFEFNEREUE, XEMRENHERFELSENDSZHE.

BARERY

RAERSHR RERZHIHR

Gallery | Contact | SMS Note i SE#/E | Settings |DeskLock| Wi-Fi | Browser

S Weather

Recorder| CallLog 'Calendar Theme C
enter

Xiaomi HyperOS FI%#E% | Push SipiEs xprsme | P

Cloud Server

HEERRS wERME wmannn | msEsan | PR Dyapesy | aews EREE || AR

SDK S EIRFAEHM R RERKL || BRESER | EHEERL || RRNAEER

3.3-4 RSB FER
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ESEEFTN

1. I®BIHMNZ: E2EE (End-to-End Encryption) 2REZS5EINKEFP T LUZEEX
ERNEERS%, UBLHRE (BEFHECEBEHNE. ERMRSHEREIL
RiZBHRGHIREE ) RENABENEN, sEARFPREESHNHIEZS MR
BEST.

2. 2FEF—EA: UBHKFRSEORHEM, IMERAHEHN MiCloudKit RFEHH,
ENnEL. . aENBERS—, RENRMIBEES . EREENE. ZUER
£, BRREE. EXEALS. BERARSELHEES,

3.3.3.4 HESREFH

BARNE
BER-WEMECRAFARHEARRELOATER, ARETIUZE. BRNOH
BEEE, RABENEE, FHETHRESFE. f—BETSRRSHRRTLURMIET
EER. HRAE. FEHEERRES, SHTREEVNES IR, FETLURERE
RREETERNER. HEIRE. RSBRRE,

BARER

MiSight BESRRAEHFRR

e

DFT Saigihf4

HhERE
#MER

mKBE&

SRR RRAER | RiE &7l HIER

E4EiTE

WU ERTEE

BHTE BlHE sk EE DJ%QE%E REEE IR

B 3.3-5 AES5RGEH
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KER AR

BiREZKR—IGN: UBRFRSEORAEN, SUBRARNAESEHRREHE,
R ERRSBRERENEHRE, IPFBREXRASZEERERF—EO LIRSS,
ST D BiRER SN . MR, WIS HIRIT,

3.4 BinhAERFRS
341 FRHGEN

SN AERFRARM TEONESERETRANEEUNANTEENES, AK

EULUSRFAREETEMEREN/NKZE OS RiniRE EANTENA. N, X%
ELZHERENNAEER.

SN AR — M BENNARES, BE57TRENBM Web MAZENMR, BEBILA
PEEZETHZR, TERENARNAAS, SMT KB HBFAER, [ BN
ARG, JUREMDRKESHRIHRE L, FUESMREREZEETRERE,
LA P T LABERY et (s R S um M A .

BRIl FRGEEIRM T loT HEER, EXRAXR ol MURIIRBRBBNERKRFES, X
RE5EMRENEZNED, XEESHEMBEMYAATIVSHLNOINEER,

3.4.2 TRHGREN

3.4.2.1 BFERY

Sim N FTELR F R R BMER I T E R :
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NAE

Base API Extension API BARS OTS/OTU

oT

Router Page Feature | Component Pub/Sub

MloT Spec

Hybrid Bridge Game Bridge MGEEE B

App Runtime | Widget Runtime || Game Runtime KRB il

Ul Component JS Engine Service

System Adaptor Platform Services

Linux/Xiaomi Vela

B 3.4-1 BinNBERTFRRRM

BigNBERFRANRITN —AALR. BwiaT BN, BENEEREEANMER
MEE, RUBERSXRENENES, AUEZHBEAENARENEIREETH
Wig; HAELEBXEETHNEEMER, AFRERH—TIER—. #EANFEN
FRIER, BREBRNANFREE,; I, BRESTHIESRESLERIRIREEE
AZESMRHTEH ML, RENAESHLRRE CHERERENAP AR,



BEREN BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 32

3.4.2.2 HAFR

KAMRKARK + REERESRN

© BIRRA - WARARKERY, BOKENRESRZFZNONE, BREZINAE,
« REER - mRNKSHRNERMEESY, RERENNAAR,

« BIREBOA - AEANRNANMNE, BREKNTHRESE, REMEABF,

RMENTENERE. BRENAER

o FEOEMERED - FEOUIEH. RREHAR=TGRS. iRBENWY. 5.
FERRSFNAFRRFK,

- SMHRE, MEARK - REERKRAK, BPERAKRRY.

- BENAERERR - BEREEESBIRIT. #HHE. BEREAFRAFR, X
NAHMNERYT REBENAE

RS EIELREEN
« SHRENYMENESIZE - RAEMIEITENMETERE, JUEFEHIES

ARPRMERR.

« SIFTIENERSERE - RESEUE. BUHERNINE. ETVEFENEIHES
ZMEERNH,

- TENNEREIR - TIARWITREZEARITIE, THREEREIRITHELE
L ER R

ZFZHRDREBE

s Z—IBALK - " IRNUXESEBRENNARL, BRARBEERR, BR2T
KN TREMBE4IP T,

« TAGHNATE - B—TNBITRSNMNXHAE, RIRERBHTAHAS, XFRE
&k,

s RENDKRE - —PNANN—EVAE, RIRSKE /BSHETLESE, B
REDKEEHNNAE,

XIFSHNARS

« NA -BIRENA, BERERR, RHFZH0UIAHEMEES AP

o IN\EME - REMEERR, IJS5NABEKE, RHEBA. RBNNENERES,

o BN - BIREDIT, REMACREIERE, IFERERERSIE, RHFEN Game
API F1Z 2 HH
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34.3 B
3.4.3.1 iR FHESS

RANE

Rz SR

NAEREBRNANMRER, —MERNBEA— App 121 Page AL, Page Z
BT LUBT BEHTERS®, REKRRRLEF Page ZEBNEXER, EBELHEH
RN ; (EINZIREER R"— Page, BRI FIREHINERAY Page.

SNAREBENN, —MBRNAREFA - PMEREXHMS D ux XHERK. REXHR
FTEXNAEMER. NeERRER. RAREMRNEBHAFHE, ux XHEUICRRE
SAHRIEASSHAE, 8 UIER, #X8. REEXMEIRESEHLES,

MVVM &=

BinNEERXAERN MVWM ERiIZIT, MVVM & Model-View-ViewModel FI1E
5, KRLHE MVC EXHBHIRA, MVWWM EXBEIFENBERNSIZES Ul
EWAE, SNRAEFESZTHA. UWidfI#F, £ MVWMEXT, — RATUS A
Model. View #1 ViewModel =189, HE& Model B RWESEHIBRE . View R AP
EFAE, ViewModel N 2% ZEHXEERNHFR, BISHIBSENHE Model 8951
BEELEL View FREVHNAFREFERE, BYEHKIFEIEE View EFFERNRBEEHGE
B8 Model SREFHEIE.

FE#1 DOM
—
iR E

EHER

3.4-2 MVVM &=
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G ean AR

S M A as IR App £ A0 Page £ AMEST, Page REEIEITIE App
G AZA, MARKRE App M3LiET. App £mAEAMFEZEE S onCreate. onShow.
onHide. onDestroy X ZRKZ, Page £GAPRAERLE, FTEEE onlnit.
onReady. onShow. onHide. onRefresh. onDestroy & EWKA. HEinNHEETH,
KENANARNEGRST, MANNNERERLE, ARETUEHERNANIET
WEH M B ERRNmAEE, £anRABRSHERERIZBLTE,

EmARRES 1588
onCreate SRR FABIEE , & App BIEERYIA R
onlnit RATEN ViewModel WEIRE L EETF
onReady F UM ViewModel iR E&HRIF5TH, BT LAREY DOM TR
onShow &R App/Page WEZ R
onHide R App/Page B &2
onMenuPress LR LA R ARG R
onBackPress HHEPRTRESEAZE. REXEERENAR
onRefresh SEEHTHRER
onDestroy 2 App/Page #$ESRATIAR, AT TT LA AR a0 B B IR BUR1E,
tean: BUESMHITIREIRS
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FRERX

IBEATE

S AERE—ERIR AR ARATHONAAFRESR, EEERRITE, X8

MRITHEIRFAEN, RUBESERARARENIRLEIR, 8N BIHNENREH

=B EERY: <Template>. <Style> #1 <Script>, Eoh Template 2= IATRE AR

251, Style ARNETTRNHENEIR, Script AREELE,

« Template - RAEM HTML IREIES, MAEMANH. BEXAMH. block/slot
ERENBHERNESEN, EXFIIRER. FHER. HE/ SHAEZFSHR
Th&E,

+ Style - BfE CSSIESHE, MEREAFAHFNER~EN,

* Script - E{@& JavaScript ES6 1BETE, RENBIMEARNWSBEMEELE,

BHEE

BinNAERAREER MNANNERSD, SMRNEBNTENSR, AEE8/ H
NxBEnEY. FAETESREENAEREXHPHRTEM, BITLE Script $i&@
T EH API RIZH REE,

BHEER T IFNAAREEZI, EFNARNBEE, BDA—TNAPITFH
BEIS—TNANENRE, IITHARRREN Wi-Fi EERE,

HIRME

HIEHER MVWM RANERINRE, AAEBCHEHE, IAFLENRBHIT AR
HIESUENREE, & Script P ELHENBIEHITENN, NERSBENTHRENL
RUEH, NTFHAXBENYE, JUBIRNERESHUMEIR, RBRIEMNAT
ZNHE, BERBEEHERN Dom TRTHA——NNIHE, M/REXENOHE, T
EERMHERES, SESHREPEGHRTIRE,

RBAMH

Bin N AERREH T —HAEMNEEIHNERAHE, KAEHRTIHFERN HTMLS
IR (Hedl <div>. <a>. <input> &) 4b, TR TEZSERM UIEH (Ll
<swiper>. <tabs>. <marquee> %) ,
HFARMNEENRAAHNZFRIGFEER, BLTERAAEHS HERBHMIE
ERAMN:

o BRAH: TLUBTEMREEENRE L, i <div>

- FEAAH: ReEETEFEN—HLMIRE L, il <tabs>
ERARBImETNEmNAR, RoERERAN; MRVMERIRSEXEH,
JBERHER. ISEHSFRRBDERIES,
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HHEBEX

ATEFHNARABESHE, JUE—PREZRRINERKRS MER, S8MERARH
hH—PIEEED D, RERERXEERSIAEEENX, GRS SRERETAAE
7B, XEERXMEEEXAN,
BEXAHABTERME‘NREIUNRRANE, CRAFRKEXABRNAEZE
RI|W, EALANSHNERAGR 2N, BEXNEHHEES Page HENE S
FEEE, WEEXNHIE. SHNDENERIEE, SIMAEBRREHTRXFHAGERS.
7% BRAMBENG, SWERABGZBEIREBEMDETLIIE.

RERRRE

Bl NAERRHTESNRERD AP, BEERNRARE, LWINREER. FES

E. XHipa%, taEEMHEEMEXED, thinEkas. EBVE. BF. NFCEF, &

BE=DRSHOXNE, WX, H. WS, T &%, XEREEN AP JLARKKT

BARKELNFE, REFLKHERNA.

SRGEMEN, RERGRALD NBEAEHMIFEREE

- BAEN: EREXRENRE LRGN, tWINNAETX. BEITHN. REE
B%.

- FEMARESN: REEREN—ME/LiPIRE ETBNEN, BESRENEHERAEE
X, e E. R, ERESEF,

ATHEBRFR, BinNAERXBENTBEMEEE APIMENBARRLESFR,

BARISERATYNREEXENNAZSHNAETRS.

ZESES

Bin N AERBEME T ZESZFEN, UMM BRNBRESFSMES
AR, ARELFARSNOABESNRLINE, BRLAINEHIPFTRER, Fi
ERESESNANIFEER, RFEEXER. sIBRFERNTRENTST; HIME
RAtRE AP AP B RN AESTERFEMKIES,

KA

Ul B&R
BRLRREPEESZ, EREXNN. FEOMR. REAEH. XRELAFHIAHNEER,
R RNENEENEAMIFEEE, SNSEFRETRAENER T,

U BENENBEEZSHRAFRMRFEHEELN, RBXRIINHEBESHIRELEN
Hi# =AY Ul =
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o HEAE: BEMHBNIRSZAETRERY BMKBAEGTE, URKREMERT
HzE, EEMHAETLATEENAENRERIN, BEEEFNENEN

o FWHE: 81 App EXTIRITEEREM designWidth, HXLFRETHIRERRESR
E5 designWidth RERY, RAFHIMKSE/NRIIMEEN

o FEHIREEER: FEFHHANEREEFLATIEEBIN—FPER, kn: @—
AEEXRNNRLETHABTAE, HXXMPER, RBREMIGER. BAEESH
EFRREHREALAHNERRE (BBOX/N. BR/BEE) RERNSERN

B
g8

REBHEN HERRE / iR RO AEIRE

A REN HRBERN

— (U

BixEn ARESEDE HAHEBEX

(e

* MVVM o BHNEALER / #3818
o BE/HESARIIS XM« FRRERAEHNAS

C ) )

34-3 Ul BENMKARBRT R

o] JLEp ]

JRENEREEN N NABRET 2HAKEALN, —BESEREHELN, ZHFA
ARG Al RSIEME R NLP ERANSEIRBIEED, MEBTUANAXKESR
MELRSMISEZE, —EAMTEIRAN, RBERMENEEREIZE, RF
B P ABE A O LM AR B E XIRARRE S, BB R FRRER I,

........ EEERIRERE ... - EEENE R

34-4 AT NANEIRIEATT T
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3.4.3.2 INEBIE

AN A

NP R—MRENRRNA, JUEBETAELKRRENKENA L. AT/NBHR
AEMPMERINRARENR, MURERSHENEE, BEEMRITIERBHNFEL,
HBARFLREWN AR,

RITTR BXYE

i
e
]

ES1

nee

RE

> >

|
T

MTZ/BIN

3.4-5 INEBF BBV T KRR

NP ECRENIETH, ERAERNT:

« H—BinAl: BRBERNETERT, XBE—NDETEER, ISELIRRE
RH—EHOREARR.

s SUHHMEER: MNMEIENERR, REXRASHENMIENESIE, BHFR
E LB X R S ER M

AL
INEMEFIETTERIERE R AmamliER=R. SESIZENRRER[ZFRORIR, HBAIERS
I T E R,

HESIERMTFEENDNEED, ¥ Folme WIBFEFIE., XBIMEE. Lottie %,
Amaml iEREEKERMA Canvas BFFER, XU TEKR. XF. ReERARETENEHT
RRATHIMASER, RRAREN_E, TURANANEGEABR. VDom URRES
HEEMEEINEE,
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Base API Extension API Animation Graphics

Hybrid Bridge

=

=

B =

7

Amaml Container

Animation Amaml Render

Folme Lottie Controls Vector Graphics

KeyFrame Maml Image Text

3.4-6 INERIEZEH

XA

1. Folme HIESIZE: Folme, BXEZTF Follow Me, E—ERITIxEHFAGKFE—BRE5E
AMEEsEHAE SDK, ERIETRIHGEHNARE—HNES. —BHHNSHEE
—HHYE, FABRRSRITEESHEEE,
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Stagger ZtEHHE B{Uikig
| S EAF EPAS
Bl R fR{EPASY T = BA 5 SRS

HHESIE iRfE=R &R

BIEE

Web

Timer Tracker Worker

Target Value

|
EE]YRT)

«—E%
p=t

3.4-7 Folme BB 5| 2554

FEUENHMERITSHARES, HENESRE—MERESHINERE. REXEH
B:

s BIFSTHATERGE—, EEHESHSEESLA—H,

* Android HIEEREFEIH, AxFRE. T, TZREFIEFE,

s BRRENBEERAEERRHERIT.

XX, BNLCRADNENEEE, XEILRCHHERE Mgt BRHAET

Folme 5|2, HEERRET:

« SlEE: Folme IEEFEEMNMEE, LHEESTERMEITHNHESET, Folme fif
TRENMEENA, FRIENERNRHINE.

o BHYL: Folme B2 EHEMBHBTARIMBAAE, FAETUET Folme 12
NEMERF R ERARIGITHENES|Z,

o {EABE: Folme EIRMEEMT KEMN I/, MATEOBBEARN, FNTESTER
HE, ZIFEeBUkesEs,

Ieoh, BABAFEAERMT Folme BEE, BREGTERNNERRBRI KM AT

FEEVARAY, XENTFRES/NBEHNALEE, LAERARIEMRE, Folme A

HMBET:
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FHERR: REFERAESEHRESIA—js XERIOIERAYE, EEHE.

BHEZE: BAHEET WebComponent, TJAEEMER TRERFEELAG—HFER
Folme #B/4,

of B AHERRFNEN, BEFIBSAHEASENESNMEGNMEtEEE,
Z%: AHEFER Shadow DOM, FAREAZTEEOS|IABMHIEMFNIER,

HERmIESR: MERERE—RENNRHITREZEARRHENEGZNERENA,
BERRRITTERITHNENFEHTAEHEMEENTIEER, FHANMNIHER
B, AFEFRIIMRIHLNXEIEEN, AREIRE IS 813 i % 5 #2405
A AL MRF I ERR.
NERERSFNEMELEE: BREFR. #HE. XF. BR. M. BE, X
MEBME: K\ NE. . . Be. BERS. Fh. ZHREe. FERN.
AEBE. RREF, B, EXFRENENMLREY.

FIRITMER, HERERKATNMCREELSR, BHREMIEN, ENZHFSME
ERYR B RIEIRIRE, BEIRSEMBEANIRITRGERIT -, RUBREIRIT
IMBERZEI MR, o, ZRERSNEMEHNTFREIFEE, DKM,
BNEMRETEEHITUDAIRERNHERER delay, LEFEIRITEMB BN
RiE, EBREMEZ.

AT HINER, sERESRREETRMER:

Web h: 1RMEZBIFUS. 46 HS/HTMLS shEH T, thRSHZENEE,

KEWR: BELRME. TREXMGRE. CBHE CHFFH. FRIE(N) . ADB &
BFENIEE. ERRBXHEEIEE.

433 ARIREH

RANE
ARIEEHAFRERMT 1M =EN. BEENALRKE, 885%<1TIA (AloT-
Toolkit) #1 IDE (AloT-IDE) A&y, FAEBTUREFEERSG ST LANE IDE RiHiT
Fx, SAREFRKEREERNTMCRERR,

AL
ARIEEMEREEIN TERR:
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AloT-IDE

EifiThae

&< 17 I H AloT-Toolkit

TiEEE REEasE e e

MR TL=

mEEE

HHEM KRBET

AloT-IDE EftigES1. FHHEFRSG

E34-8 ARIEEH

FRIEEAEABSRESR:

MR ANBLITIR

BT IEEABETBRNAALKNEMHRE, SENELIE. MBITE%HF. IE
&17. BET Nodejs k7%, B—1TETFA. B IDENRFRGLITIE, ARES
£ UIEEWRR IDE 455 AloT-Toolkit SRFF & BEim A

SETY RREANH

AloT-IDE $tX B iGN B &H =3 VS Code 177 ZIAF ., TEHY4ET VS Code Y
fErEE, RNBXEGEONEDSITTY B, 15 IDE BT LIEREER VS Code 1
BEERMS, BHULIERIF ALY ERNBNSH T EEHS,

S REIES RS SR EMG
EERSHEERNAARUENRBERLNTER, cBIXERNAIE LT H
TER oM, REERBTRABIET. 2. RB2WEIE, GBTEIMUBPR
ANEIR, REBRNBRBALNE,
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KA

1. IEEE: RURBEEENRD, S28ME. MRRE, URRBXM4EIE. #
bR, MERFEEEE, ARETUSEHERS M RBNXXHNER, REFAR
=,

2. RBEEE: ABNREESAERERNESRSHNID:

- KBRRESR: TEFTREND. ABRRERTUBTEO—FRIDESHIER. ©
BEEAEEESS. Ba%dE. Bz, ABRHEFNE, UBHEFRREEES
M. BHTRIEM4EFHE,

« BERSEH: EBEAREEHTERNAAGRENIHE, SARHTER, X8
ANRBHITIMNEES S, REABN LT XHITABRTINGE; STRATH
R5L, #TABERE. 2, STFEBRIASEN®TS, S5RCHAHERR
o

3. REER: £ER IDERT=ANAALIEY, REEREHRET —MREWK
NBRNAFAREEERINE, EEFAETUBHEMNES CEREFANMTAR
R, STHRELEAARE,; B, RESEEUTMCHNER, BEINMFLRRES
B, iLAsxERELEF,

B 34-9 FRITEREERE

4, KBRER: AAXBRNAN, ABEXEERMRIFESHINE, FRETLUER
RIBAETRKRFCBPREE, EFSHABRTHTENBEREMCB PG
&, AloT-IDE A T EE Rl A8

o BrRIbAE
ERENRESES, RGBSR TIRRE, X, EREETHE, BT
IR, RBSEEERRL. W, RTUEEARETRILLIRES, Wk
855, BEONMES, DEMETH.

- BEEE
AARMERNBXSLERMRNLINES, WNEFETERP— IS REUNE
£, X, RYEZASHNER, BHiZEE, TJUAENEEXIMRENTMAT

N



BinEz RRRS SIER RBEAK RRES FHEFF LIS 44

 DOMWEE
SIHNAEERAELS HTML IEEEM, AT ERHET DOMNEENEESN, %
BAOBEREETLUERRENEERBABNER, EhiEiX TESH DOM K,
iZ DOM R EREATHLRERTYSEE =, JUABEBRREEMNGEHELE
5] &%

5. 8¥1TIH: HLTIERET Nodejs WFAAITE, SNAPARNABHEHTHEIZE,
FERBITER=FNANER (RPK), EITEHNEES, ENNEAHRTER, EN
A EZRMZRERED, HHTEZRIE, BLENBEEEEK,
MYTIRERETEENDS, JUZSMBEXREBIRNBNITERE, EITEHEF
MEREd, BRTUNERRTRIE, SRBHIN—YEHRN, SABRRFRELT
SERNMSE, Rz, HLITIEXRTLUAA Emulator EH1ES, oTLULEFE
1EHA28 Emulator PIEITHEBRETHR.

6. 1EHIES: AloT-IDE &£/ 7 Mg & EHIEE Emulator, BEREZIFBIRNEFE. B
WM E e, MBS MR TIER I UIERINS M. B, ENEStx
BEEE, TLIE Linux/Windows/MAC ¥ & HizfT,

7. fEMYREEN: AloT-IDE $#HBis A RIZSEX VS Code #1777 ZIXF R, &
THRGEONGEDHERRIESER, EF AloT-IDE-SDK, TTLAFAHINEEERK
MELRFEH TR, s, AloT-IDE thTE#FHR S VS Code MIRHAER, iLBERHHE
AloT-IDE ERE¥REA,

3.4.3.4 loT 1E%8

AN A

loT EZRIBM T BARINAEIRR, EERAXR ol IMNENRETUEAXRRKRTES, H
MEMREURTRSHITRE, EhEMERDNYERHSPARNBEMNNSEiR
REFTER, MEARSERHABNINERRETISHE.
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SR

&R RSS

BN kAR it iEHIARSS BanEaRS

chia
tlbiygga% :"l = -

ERINE
-

&l 3.4-10 loT 5344

loT FEZESERIMNE. DA, BRERS=EER
o EERIMYE
EEMINEB S Wi-Fi FKZR Mesh Y, UKk PLC B&Y.
o thiglft
PEGHEEET TLS BXRRIHEREMY OTS, URXRBEMEH MY OTU, @
RSLI T EFITRAGHNEEE RS EZNBEMIGE RN S AEERE.
MloT Spec @%3F loT IREMBHHIINEEMERHIAIES.
KK BRI Host I Mesh BEEF i, ¥ BT {EINFEF Mesh AR loT 12 & .
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o BERIP: BLERESEREERHER.

2. Ol REt

s ZF¥ANEH: B Android fl Vela E2NTFEERASKE—M Al 81,
o BRI AFRAREFEEEMERFER Al I8,

3. BERtE

o B3R ZEHBEEEIH, UENAWTCHNBFPERINKE,
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4.2.3.2 Al g3y

BARNE
AlEENHOR—ITMEREERRE LREST A EHNEKRShE. SRERPHMS
KAEXENETERSM, TR A BANE—EEBE5LKM, XEENGE: K&
B UREG. BRAESLEFS NWENED. AlEENPORBRHAFRSIRENED,
IBINRENEMNEEN, FREEFENINEE,

BARERY
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2
i
=

B A
el
il R

73

=]

\

!
= | W

M
vy
0
A
=
i

BAESLE
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&l 4.2-3 Al g2 h/0ERH

AlBENPOLBESRERE, MEEKR. EELE. BRESLESFRR:

+ KiRE
EATURABERMESARERES, EBEAFPAANER. Y. XZEER#H
ITREANERES,

o MEEGLEER
REHBEOWR. BGOE . AREUSEMED, ILHEGRERE. BESEDN
g, RAARTIERF—RIWRIRB . 1BIRINEE.

o BEELERR
LSEMOWAFPIIEERA, LURANEEES. BRXA. XIMEF R, aNiES
MEEZEREINRE.

« BREBESLERER
RHUSMHLEMOTXANESHENEMED, IESRRSEBERNENER
1BE XK,
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KR AR

Al FREI RARBKRREE D, S1F:

1. REAER:

- AIBE: REAFPEUNDIABREXNSHTABERNARMAER, SEHEM
BEMRFHNNR, BEBPRNSHELER,

o AIWE: RIFEAFPIRIBMBMANXZHEEERCIEME, EXSTPXIEMERE
XE%, LHAPREBEEECHSRUENEEER, THELRULERKEE.

« AR BAPBINAEEREXREFNPEIATNER, BFREBERXF
MARRELFEREIREPHEGER, BESEGEENRRINE,

« AlfRIE: IUBPAFT REGAS. BRERPNSENRSINGE, NHERRE
SR ERFRERS

2. IBEEAEE:

- REEH: REAFPRENLTY, SEMELEMER, EFtERBAREENE
R, XECMEBREERERMMERENREIN.

o MREE: BFZOMREHTTIIL, BET7TSIMENER. eITUEES
FERMAMERRE, NAEEIIRZMIR, FLHNERRREER, UEEH
FIEZEZiF =R =P SN TR

« THBEA: elIUBTEDRTESHES, WREBFHHEH. QIZBRESH. =BiH
RRER. BEXAEF, BRUNBEEIERESEmHBERTIER, MUxiBEES.

4.2.3.3 Al EED

RARNE
AIBEPLR—ITZBER. ZRESNEBHEESL. ETRHREFSIERB[FEKRI
BreH, AIBETOTLIRMBFRESORENSEH, URRERFLCR, EENAFPRE
HEMEEN. MEHHRS. CESNMXRBER: RFRXN. SESHGRAM. &
SEMRURNARS. 8MERENBEATSARNAEE, HEVRTRRRENAIE
BESERR,



AR BiRE RAERSSER RER%

BARERY

INEFRIN

HITHN

(sl

BES
A& RN

FPRSRA
BEBRAREN, DFOR / OZRERAD ...

BRI
SEIRA, STIRA ..

7AmA%!
FEEMIRR, EAIMNAZ ..

RRES FHEFF

Xiaomi HyperMind

N A=

P15 AT

By 8 45 >

= jE) %N
ERESNZA | ZEAEMN

=ElE|
EEEM /7R / HRS

FHRRA
f&RkzS [ BB [ HNFH

B 4.2-4 Al ER P OHARZRY

i

EREEF

Bl &

BR{TRZ

F P R1ERAD

RRFE, BAEN ...

loT #2{FR%AN
REFR, RE[E

R RSRA
BERE, NARSE,

WESERAN, (SHREEAD ...

68
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AIBED LD ARFREIM. SESHERKI. SEEFE. NARSHMER:

1. RFREA
EFRIEBIRZENEM, BRET —RIFNERSBNERFENRZRMEND, XE
FBRPRSRRE . RN, BERRA . SHRMAIRE %U@ﬂ%oﬁ%@ﬂ&ﬁ
AEFRUTRXBIKRRER, NESFHERAFSEREHERNER,

2. SESHEREA
ZESHE R ﬁ?@?mmm , BARRMBENHBEERSE—E, tlETES
. FENRMEN, XEEMERE, KERNURBFPITAES, SESHER
FRAELHMERAFN ETXMITAH, "ESRNESERSEMTXRBER.

3. SEER
SEERERBIFINSMSESHERAMEE, WETHPER, IHHTEN,
RUERES, URINNAFEENER, XTNEBENRAERREEEIFHIER
AF&EXRMEY, NMABFPREEMEAUNRS.

4. NARS
&%, A EEDONBERERNAFPREENENNARS. XBF/NEZN. IR
Z. URITAIBEISEHNIT (Xiaomi HyperMind) ., XERZEZEAHNRE
B, EERSBAFPFNEERENHEHEEK,
BIEXMEARLEN, Al EEP OB EERE. EAﬁ%m%PW% RErZH
NARS, NiEHERFPHOAMEHRNTERMEBE, XPEEAEELRHN Al £73&
RENRRARETE 7 RLAIET,

LA
Al BEG O AZEMEEUTER S, XESHAERHEENEEDTAFK
il

1. SESBEMMEMS: ZRAREBTSESRANGEN, BEIESSHEREMBEE,
FRZARBEEAFNZE LT, 8ENE. KE. THANFEE, XAFRAHN
BERRSEEHTESNHIESEM,

2. MEAEEER: BEFIBEPNTAIR. EFNEE, SEEBEREET ME
WHBEFER, NTTABFRUEEEFEMMELEN, XMFERETHEFNHER
EMRSHEE.

3. Xiaomi HyperMind {72 3JFIH1T: Xiaomi HyperMind X MR X 5S>
—, BERZRBZIBPNTAIBRHERFPENNER TEDNRTES. XAB
MCEFRTIAPEEMRETHNTEM ., IUTR—ER65%88 Xiaomi HyperMind
NMOUEEMBETRUEENEM: o) BRENSS: SREFPITASRNER,
Xiaomi HyperMind ofLURBIAF MU EN S EENE MRS, AEBNESMR
MBEMENSE, MREHEEFNSREK, b) BiFEIERS: SAFPERBIE,
Xiaomi HyperMind o LARFIZI B P REIERS, HFIUEMNBARBABRRKZEZHNS
2, BERAFPILIEHETEE, MASKERNESITMN. c) ERNBEER: I
FBFEZIZRE, Xiaomi HyperMind Tl LARIE A PRI EFIEFTE, Btk —&
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FURME, EULITARENERIIXRE, FTERRIBFEFNSE., XARR
RHTHE, RET —MERNKERE,

4. APERMBIARP: ABEPLRBBFPENR., BPUMUBRENREZRITES,
FHRIPANDBRFA . XABPREMET IS ABIENEE, ERHEZRRSENN
R HERELENZ 2R,

GAERE, AEBRPLONRARBEESREREMN. MUAERER. BaFEINNT

FXEEEE, LS EREBRESESEUMMEMARS, BEFRPHPRAM

BERF, XABPREMTEER. SEAMEUNFNEAR, BRBEUELREIUBRE

REFZHBIBFPEX.

4.2.3.4 Al B S EREHELS

BARNE

Al EEEBERER T NI UM AT SHRIRREDRNE— Al BIBER, SEHE
RIS hEFREREE. AT EBRURTRREZFOR, BIREHRERS.
SMFE—. B AIREEE, WEFH. FIR. RE. RB. ol iRE. IFHIRE

FEREBIFRE,
AL
LT AR
Mi TinyAl Platform [l Mi Al Deploy Platform [ =S BEER
NER SR HEEGL MNN
EPEIEL : :

Runtime Runtime QNN

SHitE : SHitE : NeuroPilot

F/FREETES B

B 4.2-5 Al BREBESR R AR

SEH
EIRIRE
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Al EEBEREFEBATIEMN Al HIEERKE S :
BHEIR

o 1RBVERHE: XK pb. ONNX. TFLite FiEE 4L,
- BIRE: XFEANEM. BR. MRESLE.

Al HHIRHESE

o MERVNKEE OS fREIRER Mi Al Deploy Platform, #F CPU. GPU. NPU 213
&, THEBEFN. FIR. RESFLIRKE,

o HEME/INKEE OS BE21&EH Mi TinyAl Platform, #F CPU. DSP. GPU ®#3it
&, UNEEFNEEFRESLK ol 185, IFHREELIKILE.

o ZHEPEIEL, 81F =18 QNN. MTK NeuroPilot. FHREIEHESE MNN &,

KA
Al REEBIERY UE R FERER THEGRENRE Al SEER, RSEAMA
MEBES

1. EBREIRIMHES: ATIIERAN, AlRESHBBERTURRNEZERLS,
OEFEERERTE, BREEREL. AILENES, XLBERHSTERREN Al
BEERER, NTRD T URFRKMERTE, REHET -3,

2. BEHXE: ARSEHBERES ZNEHXE, 8FERRT:

o EENKEHE OS nEIRE, TMEEFI. Fik. AESFSHRRETFE, XF
CPU. GPUFINPU &, LIEAESENTFALNSERERREHE,

o HE/IKEHREOS BERE, UMBEZREMNBRADNKFANMEMIZE, BERK
Al CPU. DSP. GPU, EZEil% Al b,

o EXIKEHE OS BEIRE, AlMEEZERERERMERNEFIEM LEXNK
MATERNZEEA, ANE—MROEGRAHTIESREF ML, HBRAl &
HEXEFE LSBT,

3. MHMREGE—RREINRFNEERO:

- BUSIZAREBERTHRZFLZES,

« BEEMAR SDK RABRITRIFS A
ETH RN A RS N S B AR AR AT R
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4.3 BRFES
4.31 FREEN

BFEGFRARNKEHE OS ERAMD, RERASHFOREENRERA. BF
RNKBEAZAFETERRA, NEEREAIAFPARETRERE, £ %
OHEETEREKR, RINITEBMNMEIE. HREGERSIESWERA, BIKE
W F T FRIEKFE,

4.3.2 FRFEM

Core Ul Framework Effects Engine

MIUIX Folme MAML

RT Physics

Adaptive Widget Calculation

lllustration Engine MiFilament

Adaptive Ul

Animation Management MAML DSL
Framework

Physics Engine

Adaptive Density Animation Load

System Balance Virtual Runtime

MiMedia Engine
Hyper Ul Turbo

Android Ul Platform MiVFX Engine

HWUI Union Rendering

MiRenderThread MiGraphic Pipeline OpsManager

Concurrent

SurfaceFlinger Composition

Graphics

MiCompositionEngine MiRenderEngine DisplayHardware Manager

Mi Display HAL
OpenGL / Vulkan

B 4.3-1 B FRHERE
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4.3.3 ERiEH
4.3.3.1 BIE

AN A

MK ARKFRARREEENERZ—, NKZHE OSETHAFPRETE K, £E55F
RARTURITEMMEIZE, E RE GUI 5% 2D M 3D HEEE R GUI Kt ™
WSIEIEEES Sy NI PN

Kigs AR

1. RBERE— Ul NEER: LH—XFR, SHERNZOEND, BENBEON
T, Ul (hESEH) REHEMNEN, BHSERARERNRIRIRE.

« BEMNAE EXAELFRREN Ul BIFS

o BEMNXEER, B MUXEG /6B / WSHESEE

« BEMNNEG/ BRE, RS ERAH

2. RENWEIE: 2RERDVER, IR EMMESLEEEMASL, LI 2D TR
3D REERER, SHRREENNR, RRELTBIIBRRK.

+ OpenGLES 5412 (72 F A GPU # VPU & #EA)
ETEMRBHIE, B OpenGLES #HTHMLE, NMRSHBERENEEE

o AR, BRTE. BOERFEFE

. EFEHR

3. REWHMEIE: EFRRSIHERIE, MRKRIFHE Ray Marching 757, EFA
3D IRFE IR (HBEKH 2D HE) , BEREAFGRETHNGIEHITLNTL
B, SEE. @E OS FIRARSMEREN, RREXXSURER, 2D
NFH 3D SR=EMEER.

4, RFEHAER: RBENAEHRRE, LIMELZEHFZERMR.

« BRI HWUI FBYIERIRRE
XS ERREY
BRERHTNE, ZEE Layer BHUE, SHTHZEITELH.
ERELEHRMNL
CPU/GPU si#&BERES, $INEMECTRSEBENOREHRR, RIERMERHN
SLEFER,

o IRIHETRY S B SR ES
SurfaceFlinger &REY, RIFBFEXNEENE OMBNAERER, HNAENGR
BRI E BRI G RE,
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Union Rendering

HWUI

REEHRR

EEEEERA

SurfaceFlinger

REFOEREH

[REEORRR

s m] )

B

BHREA

MIHWUI

MiSurfaceFlinger

BEHOBSEH
BOREe

EHESFARP

BB REN

EHEE DS

RenderNode
H—iER

o mERe T
BE O BRHREM

BOTFEER

E 4.3-2 BX&

5. BEREHIEERE Milnk: £BFE

4.3.3.2 iFrEIRIERSIZE

BARNE

T Android [REEHREEME, & OpenGL IXEN BN wrapper, SLILEZRIE
R B E

B, BEINREE
FEREFINE.

SREEEN,

BRI

BAEEX,

REBRMEE, IRBURKEE,

LHIFEZEA
BRAH, XFSHOWRIE, 18
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ARG

TGPA

RayTracing

B Rk EHiES (PW) B iR (PW) VRS

FREZE B E BB 5% Al HDR

GLES ##&iA5! ERBAEE %
R4 Shader #ifk HMEH PR SRR

R REAMT ZHIEER

HPER TS A

B 4.3-3 i EIRIERSI ERALRE

KgAK

1. GPUIIBMEERZE

- BWES / mEMEL,

o HINEBERSYME: FEUENHSET, WEMIK 10%.

o EMIBEREEMM: BIXHERRE shader #ITHMA, RS T, WEMRK 5%,

o MRERIER: KEFRIHESINE, BREARER,

2. BENRAERZR

o BIEFTBEMAEISRMIEA, LI CPU/GPU/DDR BXENEE .

« SE=FEFERX BEE, HEBENBERESR, RELMEIEEZR, SN &
SCELEX &R

3. FEREMRABEER

o Al REIUN, BT GLES LIMiEk N Ezhim=iRs (N, Hik, FXF) , LUB
pIIpER

s BREEHATE BT EEIBML,

4. ETHEHSEE

o #F Vulkan #RERIERNIRTF Vulkan BER, MAUAZR, STERERKRE.

o SEXREHD 64 INESER,

« B Kite Profiler Tool, z%% 4 Eisak i A EUIE SLETMERFN 047 o
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R RESHERNE

° ZMIHE. BRMKL. HEE

WNE., BIRDEIREE.

° BREMERE. MEARGME. XHER. MESIE. REMHIN...
° BREEBIBE BENENK. TEEMINE. BEBERA. ..
° ERWMEERE: BEHRZE. EMHE. 2EHERE..

° BEERETR: BESAN. haMEEXR...

° 1z 5G1

REZE KIT

° EEHRNHAM. HERREE.
T&HHFEM

° BEE: 192KHZ(LHDC),
. 55ms(LEA),
B1B5 . 32KHZ, 16bit

° RFEIR
° BEEE:
° BHNE:
EIE &S

° PRIEHE.

g ..
°  fHE OTA.
ENHE

° HFHEPR: TRFFH,
° CarWith: S,

EN S

°  MIEERE.

BESERE

° WHE. &

BIE: 5C =15

E2HEEREH...

1000Kbps
aptX(85ms)

2E + 35 TWS &K
KRB E. BENBIHTR. BHRE.
e E OTA. RINFEIRE

RTIR

THRRE, ARADZE, ERER
SR, FERERE, SeBEIAE

EREENM

. NRUBE

X INE . IS8

EfL. 5G A . 5G-XR. 5G #i@iE...

INKRYZ ., FEIERIL.

EH (NFC) o=, JEIERBAEKN
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4.4.3 ERRE

4.4.3.1 Network X

BARNE
Network X A EIEBERHEMEMENSEIR, TEREEDEMESIE. SaeEN. 53
ESIEEFNEE, NAFRMAREERNMNER,

R
Framework
ConnectivityService NetworkKit
HReEM E | HRaheERR crErms
&5 S EE APF QEE | W WLAN QoE iy 4= g
S5 IR CAA Socket ZMiE S
7 TEEE 55K (FH% / B / R) §
‘
()
NetworkPolicy <
B e e E
DRI pis3sAilIpES R EE
l Socket T l Binder T
NativeDaemonConnector Native

Netd

iptables iprule traffic SmartDNS

Libc/netlink/syscall/...

Kernel

TCP/IP tiX#% AR fe BRAZ 1Y
UDP BIG X || ToRINE

e Quic L
BA

IP/ARP

4.4-2 Network X FARZEH

GRO GSO

&S| NetFilter
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XA

1. 1BREMESIZ (Matrix Engine)

« BEFZRMEHEAZK, R 62%, RAFREZIIX 7Gbps+,

« LRHEEREITEEIE

« WEIRBRIEE.

o HERHE /I TRINESIZ,

s ERBHEERETHIIRA,

2. Egei%M (Smart Link Handover)

o REEHMEMNERUSR, THETHERSITE, SABFEEETEER.

- CCAYEGERENGLEZE, BEREHENTRERITME, HREPORMKE.

« RIEREHF, RE SSID/ ARZEB AP, T HRIEIER TN .

« BTN AP Bl S EINIAK, MEMERERE,

o BRBHIEEHNREEFD RHTHEHENIRA

3. MEERFEMREE (Network Synergy Engine)
FNABHBREMY, BRTLUKBFNREXAEANSBMRLER, REBHRE
BFNPEREMER, RIEEERSBYBEEMLER. EF%. VOIP HRTTLARM
EIFHEBNMNETFEE

o RIBNARSHTOE, RSN/ BESXBUSNER, HESRHAFIMNELSMN

SRR LAE,
- REFNNAREEHETOE, RESWNENAMNSLR, HRHEATR, FSRHES
LR RS R E TR

4. HANMESIZ (Smart DNS)

 EEBHETH: MEEEERE.

« EFTMZID K DNS &7, RoNBAREE RS

o EEMN, ZIRTEEER P, ERERNER

s RANAEFMZEEREE 20%.

o BEEIEMZE (IPv4 F IPv6) R[EIRIAEMTE R TTIEEZR B

5. Mi#ZiiXtkEiGi& (Data-Path Passthrough)

o AN TCP/UDP E# T A,

s BERNAEmSsMN: THERE. NEAFE. I\KEE. —##El. SpeedTest. iPerf,

4.4.3.2 Network Kit

RANE
[ EENAALRERMN—ENZFLRES, ST /INKERNED WLAN FEYE ML
RRERAEA,
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SR

Apps

3rd Party App

APP build by developer App Store Game Video Browser

QUIC Enhance HTTP Enhance

MultiLink X Traffic Control | Game Mode

Framework

Framework APl by Xiaomi

Switch Concurrency | Duplicate QoE QoS | MSCS

Device

Device layer implemented
and exposed by Xiaomi

Wi-Fi 2.4G Wi-Fi 5G Cellular SIM1 Cellular SIM2

4 4-3 Network Kit I ARZEH

KRR

1. #RAERIHESR AP

* Socket HAIRIMEI=E] (MEMRFLR. WE. TRF)

« ERENVSTREN

- ZWBE (FFR. HEL. i) BN

2. IRIARAER S INHESR AN

* QEE: QUIC RAELKNNIEIEL:

* OKHTTP/Netty NiEHESE

3. RMEERNMSREMEHE, thu:

- WMENEESH (=, SNR. AMPDU R&#2E, CCASE)
« MELTTHRITEE (ETMEEEDAN LT TSR
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4433 TEMEBIRERR

BARNE
RH—EENZREWN. MEZ2H. WEIKE. TEE. REET—HANEENER
WER%, INEAFKENDTHREHEANINGE, BRABFAER.

BARERY

ARG P25 MM R 5 MBIZETR S PEZIRE RS ZiREE

-

HENRIR

ZHEIY

EMER 2B R RERIR

TCP DNS Ry | SEEE .
257 i Bl BaikE

REEN 73

RS | 8 mEEaAR
T3 ) B3 B

RN A

iR FE B
3]

L

Wi-Fi Driver

Kernel MY

Wi-Fi Firmware

Connsys HW

B 4.4-4 TEMEBRERAKRN
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BiRE RAERSSER RER%

ESESETN

1. MZEIEN:
2. MKiZHA:

3. BikE: RERERE,
4

RRES

FHEFF i

ENMERERE, PTMEFELERENRR;
SSMFABRIMBIZEIER, BHRNIZEIE;
Ba) / FERTES MRS RE;

. &8 ZEXREENE, TEAR OTA,

4.4.3.4 BERFIHERE

BARNE

£tX4 Wi-Fi Direct BERNWSHRAEERE, REHNSE, BEERINY, BHKMN

KEBAHE, BRREHIN PHC 1 OSRTP,

ARG

BIRIRE A

2R

#iRIRE B

A

TCP/IP ¥ #e

71
e R4

TSO/LRO

A-MSDU MRS ML

A-MPDU

P45 % O IR &

71
K5 E 48

TSO/LRO

mER S

A-MSDU

A-MPDU

P45 % O IR &

& 4.4-5 WRERENN (PHC) ARZEM

82



AR

BiRE

RAERSSER

Application

AF XDP socket

LI

Redirect

EEHRRETEERINY

WA P SDK

UMEM( AFH =)

sockets

Network Stack

tc ingress tc egress

PIE35 B8 LA SEEL

RUN BPF

BPFMAP PROC

X
04555 & ) ST
NIC

RER%

Userspace

Application

AF XDP socket

Kernel

Driver

RRES

FHEFF i

Application

AF XDP socket

Redirect

HER R RET RIEMINN

P& AP SDK

UMEM( 773 =)

I

sockets

Network Stack

tc ingress tc egress

I 4E 3 BRI ST

RUN BPF

BPFMAP PROC

X
P9 45 55 & ) ST
NIC

4.4-6 EREMIN (OSRTP) HAZRN

KRR
1. REREMN -PHC: PHC MY (IP/TCP/UDP #51&) , MER&ML, TLUMENFER
1& 5%0

2. RiEREMIL -OSRTP: BFREIREMNY, FHIEF 5%-15%,
ZEERSHME (HBW): 160M 885, MLO g8, EEEHRETF 50%.

o

83

Userspace

Application

AF XDP socket

Kernel

X

Driver

IHFERRE 5%.

4. IRFEIEES|Z (CastBoost): MCC BIRRENA&MML, P2P BHIHEF 8.9% ~ 121%, &R
Hs P2P BZEFR(E 2% ~ 86%, WaBTZEFR(E 22% ~ 79.6%.

5. BEiEEEEEMA (HDL): W-HDL. B-HDL, EHiEEERF 30%.

6. BFNES|E: EROBETEREERA 50% UL, RIEEEERERA 20% LA L,
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4.4.3.5 HFERH

BARNE

INKEFERRET PKIARNIENREZRRNE, BESRE. sRANER, XFE
ZHE. BEAERMAN, BEAsENREE., XBRENEFLPRIZAR. X
FEFTREAN, UWB TREAY, NAFPERFEESHNERE,

BARZ
8BRS 23 R P AR S5
1 H B
A HEBEEBEEEHEAERNELE 1 4 B3 B:
A Kl 1l KM E I E N NN
A E B E E B E LG 1 Bl B P
Sl ECE BER B B & B B aflc o l°
% ﬂ — N W
H
iy 1S %
= 5 - ICCOA = ARLHMNY
N B 28 B
= E
g E@E S g CCC HFHRIMN

Secure Element TEE
Digitalkey applet Digitalkey TA

A4-7 HFEPRIARLREN

KRR

TERRE A, KA, RKE, BmBBRSE, PEEFH,

i



BEREN

AR

BiRE RAERSSER RBEAK RRES FHEFF i 85

4.4.3.6 SREEN

BARNE

SREEMRSE SR RTK, PPP. ETHHREINSHEEEMLEE, IBTEREESM.
EMfRRUREMUERSHNA.

ARG

Location Apps Location Based Services
Location Framework

Location Engine

OSR Sever

RTK Algorithm ML Algorithm PPP Algorithm

GNSS Chip

E 4.4-8 SHEEMIAZRY

SSR Sever

KRR

1. PPP RARETESBENIEENEMIELE, XARKBUNUE, GEEEHR
ARERMIRETUATHRNKIE, #HITHEEMMBRE., SFEERKFM KR
SSR #i,

2. ETRENSKZEINGESHER L, EERSBHNETHNEMRE,

4.4.3.7 TEEMMRS

BARNE
THEARSETECIRT LS EEM. SNRER. SHEESIEIE. ENDZE. B
IrEe T W REE S WA BT RFED KA, BELTLTMEWEIRINK
THEMERMEREER, 2AUBERFLTAERARRT R, NEMAEFEASZ MM
BiEG R, #NEBSBELREM. S ZMENITTIEEME,



AR

BiRE RAERSSER RBEAK RRES FHEFF i 86

SR

RES=HNHA

il 3 =

REIERRSS

THRERRSR

ctl
&
il
=]
)
it
Tt
i
$E

SallH DAH1
saJllH xidy
A8 i 2} fo I
PR S 5

S DM i 58 2 >

b 3 a1

-
m
>
=
o
o
I
=
®
1]

Bulieys jeso7
Burieys onand

=
dacy 1endg
JuAg awnjop

=H
m

-
m
>
f=
o
o

J J

BB RS

oo
Xa
oH
8
a
Tk
i
ol
a
i
b3
B
B
=
i

\ = I —_— .
4 I Bl B SH>0=0- > M J - B
THHH BHHH HE 1k
;E ( b ;E b
i =l E i Ed e W i E
= B i =l =

,

€

P
€
-

ToLk S SR R BDAELR N

THERY RIESR

Bt AR ~

ey : Enhanced : N

B 4.4-9 TEBMRSBEAREAZRY

\

SNNFRE x

\




BEREN BARZE

BinEz RRRS SIER RBEAK RRES FHEFF LIS 87

KRR

1.

TEEBEEM: INKWEZH LHDC EBEEM 96K/N92K REREEIM; WA
—{{ LE AUDIO I F &M,

TEHBMOEER: IHEREFTEN SBC WEMHPEAER,; X¥FH— LE AUDIO
Auracast BEMNDEL R,

BEFRIER: B RERIFEERRBALTY, ERBNLREFENI Xiaom
Buds 4 Pro/Redmi Buds 4 Pro FEEFHNAFRG 2T W REERKE,
EFSBEE. FHXH aptx-tws 32K BBEBRFIBEE AR, FAEZIF LE Audio 32K
EEEEAR.

EFIIRES: KGR IF Google ASHA BIIFsE A%, ¥ LE AUDIO HAP Bhif &g
AR, XFRDEREE,

o FHEM / BEELR: ZE/NKET MMA MY, BE4RE. SHEMRESE,
FERB AL SMERKEBRLT,

4.4.3.8 ERESHE

RANE

FRAESENBRARE, ETMXKEE, REZREIMNBIE. HE. NE . EXER
BEMHRNE. UK. HEER, EokmEBE Al RENEE, IRER2EZMEE/NX
FE¥S. SRFNMEEREREWNX, RENRATERMANK,

ARG
BARALR:



BEREN

AR

BiRE RAERSSER RBEAK RRES FHEFF i 88

SN X stk ESEE
Bk g9 SRR E AOI IR HE

=

fHin3 SO
i
Hﬁ.ﬁ

s RETRD ZHEESH E=HRAE

(E

!

= o =is = 2 i E R
i #E awen | 22 M gl ESHEREE
1 N

Rz A3

dubious cell list datastall cell list > HREMEZAE T NX #58

Modem B

44-10 BEEESHER AR

KgAK

1.

BIfEMBEAR: B2 GPS 5 Wi-Fi B RAXRERFPHBUEEESHBEINE
WER, WENREMMNEAN GPS M E5E XA DBSCAN OB ERIEIRE LK
EMER, HEEEFER,

BitiFo AR NF UEURENEIE. iR, MENRETABTRE. MI. 3
. 2R, RIS XIBENEAE, RABEFS AR RENEILR MR TIT
fro

S AIK: MEREMEMNSEINTSSHEHIER, REZH#ZTBRIBERNEED
GPS RfIfE B A " H= AP HMHE/NK, IMHSNAKETIES, g LR
Hitiae

HRTREE: RUEESNEBNFAE/NXERIRERE bitmap &, HEASHELE,
IRFFREMFPIHB/NX, ILE bitmap, PEEEIEAKIEHITEE/NXMNE,



AR

BinE RRRSSIER RBEAK RRES FHEFF i 89

4.4.39 SBiESTN

BANE

EFLH/NKBHEMAFHS, BUNAXEITUNERAEZBENEZESHE / HIERE
NEY, HEREENKEESE, BI/NXTUZSHSRRNKPNESHRE / HIEREN
SZETUN, ESEESTNG, Bi31TE AP 1 Modem Z BR85S, SLEL T EMNZTEM
BENXRSHIEE, R, 8 Modem RESHSE AP HRES, INETHAFPHSEN
NKFREFANE,;, MUSEEEERPINGSRMEIER, TUNT—/NXKWES
i,

RAE

S STRMARSSSIE

INR TR
KRN EE

BREBESE

ERIRBNEE

INKZES

ERIRBNEE RS S e ERERIRA
m UNES =

BEEE
= SRR SIEE
NREEIFEEE

SHITERIERN
HiEME HIRIAE INKIRE

Y

Y

il

7
Modem & Y

S515 ST L5 2244
RES MR BRI HIR
} A A 3 3
NEER AP NAS £¢ RRC &% L2/L1 £

' r

B 4.4-1 35S TR ALY

KRR

1. FNT—IRNESRE / BiERE.

o EFIRRSNXNER, SERLAELE, HYLERT MR,
o XEFNAEMREXRS.



AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 90

4.4.3.10 BEEMZFE

BEANE

BHEMNEZAESESEAENRLMED (NRHK /1) , BRERLTRS / BEL
M/ ERSREDRE/ TEE / NESEF @, BEsSEINEE / siSEEN-RER
BNRERIFIME, KEDPTEMEMEREEZESBENERERIN, B8 THEE, BE
BYEE,

BEBEMEZREND / EERE / BERS / EERES /I WESHs I WEREEE | XK
&=

SE RN RF KA AIRT.

~

ARG

CoEl Y KBRS

et 6 E SRR

& 4.4-12 BREMEIF EHRAZRM



BEREN BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 91

KEREAR

1. WETEG

o IEEEER:
H—iKRESAYE, BRI S—K+F (PEIIRE Telephony BiF—ikREVEIE
HERR, ARKRIERL Modem BB —K-RAVEIEHEEE, Modem RRC #3Z /PDP ¥
&, IR[E% Telephony, Telephony #R#E Modem T2 M EHEILIEH) AEEH
=R ERE,

o ifLiER:
e Xk BY R AT ERSIONGERS, BOFZAR SIM1/SIM2 XUk 77, —BESRERNIFN B
BES— (TPEERE) , ARBM=75NAEEET%R,

2. BEEARHFRII®R

- BENRESHE, S8RERFR/ ik,

- WRGREEFER SIMI+SIM2 BEIEH A, WREED, RETE LMERS.

- BANHREEFER SIMISIM2 BaethE, MERMERE, RERELMRS.

4431 BEEEREHL=E

AN A

FAEREBRA, BEENENRE LNBIE. BE. BERRIERITERNITE
MBENRIRE L.

AL

 BRERFRS
° fim: HEDKEE. BEERLY. ST R, B85, TFaRH,
° WR: XFZRESFEHZE, JULHNEIIHRRL/LF "ERE ",



AR

BiRE RAERSSER RER%

F
— U

RRES

MAR

FHEFF i

92

i *

RIFEFIERE

BEREBRF RS

BIIREEER
EIIREEEER

Telephony Relay FRFZHESS

T
1 o=

ERE SRS
L

BRERFRS
Telephony Relay ARSHES:
BEREE
L
BAREEHIRE
o

¥

RIL

e

RikEE ZHERSIE

l RIL '

{

Audio Iz

Modem AHIf#iE =

Il

Display 3zl

B 44-13 R BEHERAR

ESESETN

1. BEBIERENED

s BEHRKESHEIMNER, HAER
« BUBIEFHAMEREE

s BYUBMEIIRSESIEE

o S InCallUl mmEtI#Bx

2. BETEMNED
 BEHRKEEIMER, HFARER

s BENEEEANEHEE

o SCHLEXI4E Notification SHERER

3. BEEHIERIERE

- BEHRETHIEIMNER,
s BYUREHIESEMEEEE
- EMEEHEEEMEEEE
e P2P LU KE5ERE

FRER

j\
REE /

Audio Iz

Camera I&zf

I aE
)

a



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 93

4.4.312 BEHT

BARNE

ERHT (BERRAEORM) KIEAFPHTHEERR (eg B, HHKE) , B
REZMNAFABRIESMNERR, FEAFPRERS, ERRRNEEZESTRERES
KRR, BRBRABFPESHEDE, HELERFPHTNERAR,

AL
« 5G EHREHIT: Mtk / S8/ W/ HE / BEQE
- SMSSmBmRNL: BRI/ HE/ ERE

W =

7 =Rk P E5HHAE

S ESHR
TCP 1545 DNS fEi7 | #EEBENH

2m= HFEE fEeEE

RERMEE RERAITRE sBiESIN

Y Y \ 4
Modem &

SR E INKFET] 55 I 12 SA [#4% LTE LTE &+

B 4.4-14 EEHITRARE

ES SN

1. BRRM: EEMELEMEFEN sensor XIKIRFIAEHS (S5k. Mgk, BHE.
. HHE)

2. MK : SHXMEEERN/NKBET/NKIFENITS, SEBEREEESREZNR
INKGEATHLEHAL ;. RIBTETXY datastall 3SR TR/ X o] SEHL RIEAE ST FO 13

3. WRIEEHE/ REREM: HEIMISTUIIARAE, JSSIRERERN; £33 2G /
3G / R M3% = o] SCHL R [ 7

4. SBESTNMME: EE@HLiE L, RARMBESENIGEIR, Baf=5%m
JAE D PEREENSHEXNAERE, KEABFPAR



AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 94

4.4.313 SS8I%ES|E

BARNE

BEBEZOARIRE, WOSHBA, MOBEERRINBESMRLTHRE, #AR
ftfES8EA.

BARERY

RIRBIEIE

i 384 SR E 5 ISR

LSRN

Sensor Wi-Fi Camera

REMSEIE FHRANEE Bt S8

BRENMHR Al F3i73! S5 & G918 R BEHTE

SR SR IR 5 = =ESE HASEKigE | RTRAR

AL SR HE
R KA SHRIBES % Rt ThgiEH

B 4.4-15 [FEEE5IERARN

KRR

1. RERSEE

s BRERUAR, WEMS, FEBKETHSREHR, BF LT TTERE
o SHUBRRHHLR, WERMES, FTRBKRHFTHSREEE, RBALITMTTEE
2. FHIRBIEENEE

« BT AEE, RIBFPEES

- BEABENG, 2HminR



BEREN BARZE BinE RRRS SIER RBEAK RRES FHEFF MR

o R&BANRE, Az OnRE

3. Eitf5S18

o SMARLIIEIR, IRAISEN, MISFEERFINR

o HIAEWEE, ERARRNEBRRE, STRERE

- ZEHE, RAISEHFHR, SSHITREPE

s MFMAR, RISHFRER, SISETRERNREEE

4.4.3.14 -RIVEINEE

AN A

95

o WMRWENEEEIVIKI T EE DSDA 8871, B MKRHIERER, X TCP EEE

ﬁm%&ﬂLF,LLpMWﬁ&KhW HEENHREERS;

+ BEFREKMRREERNEES, ITMEEGRE, SEENHIES SRR,

KRN EZRMEIHSEHEE, WEFT, TER.

ARG

NFWRRAF, ﬂ??ﬂ%D&m% , ERAFRISERX AN RNBEREET
F&. BRPESERMNERET, $m7@ﬁémmﬂ &R, BaiEEMIKSIM KL

Il)a‘

mE; %ﬂ]‘umz-ﬁﬁﬂlﬁﬁﬂi-ﬁ, FN BT LUEILIRBIXS B A App EEEERERHT LM,



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 96

A=

BEifin= B R

SHERAE SERE HERIRS
BEMEEE | BIRERET RIFARE & HRERR | HHREITE

REMPL | AEREE BEBRSHERE

Netd
BA XIS B8 BHBER

TCP/IP il

FEmE MAS
(k[ /1 & 2R

LTE/NR Protocol

Modem &

IMS MMS

4.4-16 TR BUE I E R AL

KEERAR

1. BIREEEEIEE, 1500 Android S M KB BringUp LAY EIRBVEIREIE

« BIREAH BringUp/TearDown L&

o BIRBIEERET

o BIRFAMKRIDRSE, RFEREEE

« HEREAMENEXNRERIRE

2. NHMIEMBHEEHNS, THFEEKNFHNSERS, NMSEIIEXHERNNE

« NHEMEBHEHEE: B ip rule WRKMNK ENHIERHTREEEE, 7T Mark
Y2042 & B R 2 XS RZ AT R+

o WMEEMEREHIIE: B iptables A, BRJIHEZFN LNHIESRB—EN
EEDNSHEEFEM R L, NMARIRNEIRRENREIIE, IEXE5R



AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 97

A5 SRAEFRSE
451 FRHEEN

ZREFRERRBNKEHE OS W—ITEEZENID, BLETM. R, HEESEARY
REOINEE / RSES, MWIMEEFEZEM AP, ENAREFEBESVLETR. WMEE
URRGTZEEEXNES. FFREALESRERER. ARRR. XBREFESAHE.
BEMARRNKZHE OS PRAREMREE. SMREEE. SHIELESNENTH
R, MMARFR/NKEHE OS hARIMBMR. WMRE . BHRED. FIRE. KA
B SUSSMA R ET . SRR T ENRENRR, KERRBE/NKTHE

OS ZHRARZNEZAMED, NAFPRAENER. "R, BHRFESZEIE.

4.5.2 FRGHRN

Az =

5yg%}gm§§ -

RERNE

58 50 S IR S

=l
B
BX
1=}
&
B
%

AlRB

*&E Al BEEEH NABHEE 3AEE RAEE B

EEREEE ZEEREE HIRIEMEE HDR &% EREE

B 4.5-1 ZEAEFRRRY




AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 98

4.5.3 ERHFMHE

4.5.3.1 SRS

RARNE

BMFEARNKEEOS FATFMRERE. BMIREE. SMEELEENRENK
HAES, TDATMAPIE. REENBEHHKESZOED. UTRERFRFEPE
LM, PINESMEESR. TR/ FMER, BMRBRS. EREXFAMG, MK
i OS BMAESBREM. M=k, BBRENENFSEHT T EMRK, AAFEN
W ERAR

Az
INKHE OS HIRIESE

m )

Bt 1RmAH

SRR SS BMIEESIE m A S MSESIE BRI HESR

B, RE. RS L. BEEH. SEE RIS, R EFMEERG .
HAl RS e X P 1 5 MURRINFE WM &S

. J

HRERAZE 1

ALSA *E;J'g ﬁ?*:l]ﬂ: %EUQEE*E’%E DSP ’é‘ﬁﬁﬁ]\*ﬁ?ﬁ
SRR SKEHEIEE. SR EIR .,
BsEH Z 1215 IR R BESEARIET

. BigE
MR E S EA ﬁgg

B 4.5-2 BMARFRREY



AR

BiRE RAERSSER RBEAK RRES FHEFF

KEZRK

1.

Bin RN

FEIKEFEOS h, YT/ BEENHR

i 99

, SMT 2HPEHAR

32 LERF B IEIN, EEMMBENSEREXR, KEES, E%R%E&,@Fﬁﬁﬁ
30dB, BMMERTEEHT.

B SRR
BENBRBITNH
IR THLE
WL/ 77 geim =AY
SRR 32 B8
FEB R IR

30dB

SRS

HESRE 32 thAHERR

HRE 32 LLAFEER

BB HRE

DSP 4LH228 32 LhisERD
DSP 4h322%

CODEC 32 Lu4Fifitk
SMART PA

& S5 S W




AR

BiRE RAERSSER RER%

2. EWER: A KHKEA, FEKKEER

IHIFEECHES. BT K

100

FENABEHEIR, NKZHE OS LEREKEEM ADSP IRE, XEMIRITENY
RO T EMIER, BERERIRITAGE, AR, IKEHE OS LR EIRIZE A

ST INRE:

o SLHHAEEFKX/N,

« ERARNBWMER, ILERSE KTV, B, ERTFEAANHRIVARN,

HiR%ENH

A B EEEE .

::’* =]

SMEMHRE

=N

& 4.5-4 ERFEIRERM

of & 27 ¥4 i T

fip
b

i)



BiRE RAERSSER RBEAK RRES FHEFF i

4.5.3.2 LSRRG

BARNE

MMARBR/NKZFE OS PRBRMINER. TMRFIFNRERRR, BIATNRENT:
o MSUERER, PURE, BARmELD, ERE, BREFERNSILRMINEESH,
o MR HEESR, TSRS, TR EERENRE,

o MSRELE, YNERIZE, HICMARE, HICMAREBERSESRSMEE

+ HDRI10, HEIF, P3 EHENRERIBASSIMAES .

BARER

v FH =

HRSRIE R ARSI RS2SR RARTSREN

LR

Media Media TV At
MPEG4 MPEG4 MIRE I HLG #

LR RGE

FEECAR R I

HDR10+
aedia Hedis R m2E | HDR % SDR || ROl Encode || #ttcinssms
Store Transcoding . =S

BEsTiE

45_5 ?)in..*/’:ﬁ/ RS ?12*’@



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 102

KRR

1. BRE—BH-P3 RiED

« RHEHE P3 BTN P3 mAEDAES.

« HEXTF BT.709, P3REMMZFHFNRETCEE , B¥EFE.

« RE/BUSRRE /AR ZHR / BENSRA / BNUREFHR,

s BRFHNEEREZBN. FREITEELXETE, REINFEFEFES (B0, &
M. FiR. BRX) RE, 88—

4t
5§_‘<
ya)
=

E 4.5-6 ZRREIGH P3 HEBZETE

2. 2HERMHLLIR

o MILMRRE, HILURER, HEMRRE,
o MIEMF metadata k. REFEFMET.

s MUMARDE. BEMNETRER,

2RI LA

Video /sdcard/ /sdcard/ Video

Recorder dolby.mp4 dolby.mp4 Playback Display

HEEEALR

HER i IR HLLAR

TBHLH RIS metadata HERURES MR
HLG YUV metadata *ii{;{r;?f AT EERK @i{;{;? metadata ERER
E3) = 4R AR = B

& 4.5-7 £ EILLIIR R



BEREN

AR

BinEz RRRSSIER RBEAK RRES FHEFF IS

3. MEE
o HRES
° MO MERNBLABARERN =EEBRLEETR
° BRERREmONER, MEREBWH
o HRITIEHD
° ETEMABETIMMEKRRERME
° EiFMCEESRIEER, WHERER
o IERIRTR
° ETEABEREAMMNLE. SENEE
° PMBNEREEIEES

103

0 ERIGIE

A= 2B
I _ A0 S 475 sk —

& 4.5-8 {lMEA IR

4.5.3.3 &KX

AN A

FEBRRAMBNAKERGTEN—ARKINEE, EIESHENEN, BRBEGHEHEESER,

FJUANKFHENERETEIIR,

BRIGE KRR RE 2.0 MR, BF: £85I1¥E. MEXFE. MERM. 8¥31%. m

ESIZLAR ISP F,



AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 104

BARERY

INRFAB KK 2.0

E&E5E RAeF

ALA eyalE
SZENEER P& A ERRAD
TEFE, HERE. XEHE UARBENFXENELEY

B M4 Bretm RN

hiEs| £ {7 AN
FIME RFHERRIERGE Al BEIRS) SHXIBREER

BN =7 App TliERESEE

4.5-9 AR KIERHM

KRR
TE= RO

1.

HIgEN: BAMRERSIZE, B, N&E. MESRERE, ERENLBETWEN.
ZWZOMERSERERA:

BEERE: +16%

SHEREE: +26%

TUHEE: +14%

BYEE 2.0: RBIBER, XXEERE,; MIZEHR. BR. SREEREENR,
HEBMKEBR, BEIEAYTIE,

BaEgg: LY, FEEILRX, Bl Al ZIRFEEEXTXR, BE2HE
P32, SRECERACEASERAT, XRIRIRTHESLRERK,



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 105

4.6 BIHRS T RS
4.6 FRE/N

BURSFRARERRAZERANED, FAEANHR, NRERRRERREY
REZE., SERNKBFEZEZAEHTERRA, NEERKAZBAFARHITRE
g, A Mz OB RHEITERKR, RIITEMERSSIE. BAMRESRRS. &
RERMANARSS . BERHBSIERRRERFWSLHRA, BEMARKELATITIWRTKE,

4.6.2 FRGHRN

EHRS FRAERE

MRS 5I1E BAIMRR GRS SEEHIRS EMISEIRAIARSS

BfHELR

B 4.6-1 EHRS FRARMY




BARZE BinE RRRS SIER RBEAK RRES FHEFF LIS 106

4.6.3 BRI

4.6.3.1 MRS SIZE

AN A

ERER, EFNRERPEEEZNED, ERETFNERAPRENEERERR, N
ATERBONNERSSIZE, REETENERKRA, BEINRE, 8%, MXESHE
REAEE, METHREIRANEAGES, BAOTITEL R . TWRNREARA
BRLR.

INKBIMEIRS S, BRTERREET, NEEITHNEREENER, URERK
EHHIRENRE, BERTSEES. RIBENANED. EXBTNREIRA, RER
BREREHHE, FETLERNSRENERRE, REEEMENSTHERNKR
MBXR, BsiHBEGLESRE, SUENHENERERR. B TURASREEN
B ERSIZEAEM, NUTWIERFERMMZRERATK, BEETVEREREHS,
RMZHMBRIPHDRABRNBARREERBRL R, NKAXRSSIEONA, o
URAFRTXREAZE. R, 8. MEANIREZMRERG, BEAIXYEN
EX, AFNERFPHNRETRMIFTRE

AL

INKERSAERS, BNEENKHREE TN App InEIEHRHENIRED.
BIEENRBA, —STEHENHNFNEGNERETHE, SMUTERHNEYER
m%%ﬂﬁﬂ%ﬁ%&%ﬂfﬁgoﬂﬁ & LRRIT, B8 TRANREMLMFR
B, BREENARRSSIZEFRR, FRRHEFNZEMMIBFARP, ILRPEW

B, TUEREN SN RN ERIESH. EARNER, ERBEEFR, BN
RgEEEFE, URERENERKR.



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 107

5t

|
Y

INKEBRIDEEERIRS

BEfhiERE

weanss | was | sxasemss || ssouwesss

BEHHRERE

INKRTEH B EESR

INKEREHHRARS

KB REGIRRIELR

INK B RIE IR TN

=
N
I

EHE

DPU GPU F#

& 4.6-2 MRS 51 ER1E

KRR

1. BRERSIE: FNERERNEEAFNRRNERAMIS, B GPU. EF
API FISKENEEFRIMEI TIE, NFENRRERDRMFERM T REMESE. BEXR
NEEBIMEREVERERNNEYR, 2WEENFFHRMNARAIRMET,
ERERABFAREANRERR. SEAASTHERUREMINSTFREHNERN, HH
PHEREIRY . EMESNFIERER,



BEREN

AR

BiRE RRRSSIER RBEAK RRES FHEFF R i 108

2. EXRASEE: ERAMMEFNERNNATR, EERIMmsIEd, BETEMN

SER, MEMC IR, B9 . BRIERE. KEENERAK, ILAFERAEANKRET.
AENRET, HEEEELEFEERWANRAER. BRT LARARNEE, iF
ARSI IR T BESAGNTRBPE, B2 RIMEMRKNLE, AL
RIMEREINIE, HRERMAVRIEARR.

ERIgE SRR 78T

] (%)

EF/E

ENEh b %#¥ MEMC RERRER
EF RIFTRIRYE SRR RE
e LN ABNSET P

BREEMA
£ B0 N fNE
AR YR st

& 4.6-3 i SRS E

3. TVER: ARANRNEREN P, AEBYERNE, 50, ARFRENA

App IHEEXE BEHER, RARINEENERER. BHinXABHRERE
8%, SEETARGERENUEZE CIE2015 iMERBRER, AMEULSTIFNE
BHRETRBBERNEE, EXUTIUEAFRRE. FAEGENERS, ERLBERER
&, RIBRT e ERENERFeY —BIEEE.

0

ZREE WM

EINFFE CIE 2015 1R HERME
R4 App i&Bt BT ARBEEE,
BiREEMRZEREER

BREEZ
RRBERRIE

4.6-4 £ BR
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4. WREP: ARFPEEARRSIEN—IEESD. BRIELESEEHIPR.
BREPIR. KEIPIR. BHRKEY. ERERMNRERASFSHINENNA, TN
ARAERAIRNAFPRESHEE, AFARNERRYRNNERSE, ERBRKS,
RHEMFENARER.

MR RIP

FIRIE

& 4.6-5 R RIP
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4.6.3.2 MIAIMRRFRSS

110

BANE
BMAMZREZRSETRAMRZE (MIE. ERX. FEE. #82F) , MoNREY
BEA, ITEERRENRAREARR,
BARLEN

N R

ERE

pre— r—

EfiERE
FEEH% REIR A MERARE

SEAS

KRR IXENHELR

Linux ¥ A 3Rz

INKARIEIR A

& 4.6-6 BIAIMNRRRRMY
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ES RN

1. BHAMIZEEZ (Touch Host Process) : BEMIIERKEREEGNE LIS E,
BRIERBESHLELIBETSR, SUEBANIRSER, B BN,
NESHELREGENMNENTER, BNEERBINSHMZEEANBZANTE,
HozB X885 Touch IC BAESRKELGEEL, Peak 8HERE, ERERD
BE%, FRIEEEEZURLITTES, ANEETITHRPARINGERTL, NEBER
HEME, ZEekhizMm, EFMESE,

B AR ESR
gasmz | a5KsA% | REEY EF S

4.6-7 BRARI=HESR

2. FE5%£5|Z (Pencil Engine) : FEERXNAEERA, BEFEELETUEE.
NFIRBIEEM—ENEEEE, HRRFEESIERR, BEERMEOS=AN
A, RIES=FHR A,

FEE£SIE

o pome

4.6-8 FEE3|E

g%

3. BiZEEa: MEERROFBAEMSRGRAREEAR, BERaME. BR. B
EREREIE, SMEEEN., 20N, OREXNE, SUMMEHIRME, REELRE,
HE— R THE SRR IR AR IR FIEEE,
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El 4.6-9 B&LIRARIN AL

4.6.3.3 EHERAARSS

AN E
BRERANRSETERSRIMNIRE (RRICEREE. MERITHERSS. FCRIX. M

3

C

Rizs. IEBEERES. ToF. BEERS. SEIT. REEEGRSR. RIFEENSE) | &F
RBUMAFEEPIIANR[EIRAR, N OS ERERMFENERWINREURIRIAE RS
HEM=D=HHNF R,

FES, 79 0SBt TS MEXMIZAIINEEIER, RETHEFERRNEMAR.

C



BEREN

AR

BinE RRRSSIER RBEAK RRES FHEFF R i 13

BARERY

_ E— E—

AOSP R&Ef&RE=RARSS %O RIDFERNRS RO EE EEIERSEO

AOSP [RE(ERE=RIEAER INKEFHERRERIRSIESR BT RARSSHESR

=
RSB F RAERR

 om L TaET R BEPRE g RIhFEAEM

& 4.6-10 EReRAN RS 2R_1

EEREAR

1. BH=ERXHEFERA:

« "360°" ¥R/ BN A

o ETHBEAERSENEHEERBSNNRLRERREA

o BEFEFPRSKRNVAN AON 7RI E LR A

- BNRERNRERENSESHCREHERA

2. BEFEREEEMTRERNRZMmZEA:

o ETERAEFEMERUNMIZMEAZA

« ETZERBHIENSIMNRZIERNmRMEERZA

3. BETEHERSBITENFEERA:

o IHERBRIRS

o BEIRSEN (F17. BiT. RE. . 5%, ®NE) RS
o FH. EAFFEESEN
o MREFBEEL (HEHEE.
o BHMHERESERA

H

2

hEZF) BN
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BiRE RRRSSIER RBEAK RRES FHEFF

ETRIFBRNNSEIRIEVEAK:

+ ABIRBIEA

. _o‘ . U'I . .

ET ARG RENEEIERFRA
ETRINFENEED RN KR

o HFINREY RAIE S AR Ih AL AR 281
ETHEREBNERSBHELZRA:
SZRFNVKEHE OS IREMNE RS MIERERAK

B TR RS ERBINFERA:

AR FEHBRIRE TG EEORRHERE

i

ETNRFINALHNERATIHERUARRHSELZGRA

4.6.3.4 EERHW5IE

AN A

B —RIEBEEZRBURMN ELEERFPRE. APIRES, HCBAFEE. S,

14

FPov. EREFETHZBRERAHFERB BB/, RETBARNERKBBED
PRANKEZHNZFE A,

ARG

BRI ERLE

RFRE

\\,

dW) =

FHERIRBRSS BRI ARSS

REBRETEE BitERE X MR H R B

EHE

HRRBETH RN EES R INKFEBEE

B 4.6-11 EERBIIERN
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KR AR

1. SRliREE: TH SR RIP HERE, IEIERANMERGERSMINGES
1R, BRBENAFPHARPEN, BRARKEESMMABH AR THEBTEMER
HINREBREE, O FEMm. REREK, &£, RELTEEEER, 5
PAFE mn SEFRIB R A )

&l 4.6-12 B{RIPIIEE

2. REBEZRRE: T REER NEE, FIERBRBERT TERFRRTBISRHAT
REREHN, SEMERSE, HERFRBEREIBHEETR, BREBEE.
LInREENEY, FHIRETREERAS. (E: FEMm. WERAK, EIH8E. RE
Lol EREER, BUTFmXRBER )
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& 4.6-13 EZEibINGEE

3. PORBRERN: SRBESREEMUKANRBIEAPERERESPINHITRER,
SHNERRBIRAXBEETEQEREN, BRPIBFERAHLZRBERBEE
HEWERRERIYE

4.Eﬁﬁﬁzﬁ1¢*lﬁ&%uﬁmﬁﬂf#m ERAPFARENEHERFNG=R
T, BE/KERSERIEEZHTRATH TEEANEEN TR, SHAEE
REER THFIEFRRY 1°CREDFEA TREEEN/NMERT.
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4.6.3.5 fRIHIESR

AR A
RBIERZ—ERIDKCOEMER, TIBTSHEE HE BN AL D AN R E R H
FENRDIR.

&

BitifRzhaEN i RIRENAE EEIRMBE B E X iRaf _

AR

BiiiRE2 B E YR ZHF SEEH RS _
FdE EEIRMBE XA To R RN BRSS _

HAL =

& 4.6-14 fRIAHEIRZRH

KRR
1. RERERER: RESENK, BAREXRER, BINE16MEEES., TLUE
FHRFZ B4 R FI SR R

2. BEBEX: RIFHFRETUES, EENRMRIDSBGHLUBENANRS ., ER—
HERENRKERMRANES, BEEYUENIIZXARTERIEE,

3. MXRE5RETE: EEMNRENRFTE.

4. EZ Pattern 3Z#F: HE XHIFAIREER Pattern, — 1 HE XH T AR E—1N5T

BERAmIRN
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4.6.3.6 EHRS

AN A
BURSETSMHXBNEQERS (BREN. BFTXFEY. FTEFRENS) |
ERIEAPIREZENEN DABPREEER. RENBEHRS.

ARG

INKIEBUHESR

RRS5=FNH

RBR

3

i 3 =

EMIRBIES

~
rd
e

1E
= re— el S
=
INKIESEI S
I3
=
g EOUHERER BRIR N Z 77 6E

EYBRERE

Al BrfEE Rz LD H %

B
# e

4.6-15 5051

KA

1. B2 ETEYIANERRK, & TEE R2NRPHITIENERHRE. MEFHEM TR
S8, BEXNRRZEER,

2. RE: BMEN[EIZK, REBTESORACE, HS5/NKZHE OS BAIMRRSR
IRSS. MRRSSIEXZIME, NAFREREERNEERIER,
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A7 WEBRSETHFRS
A.71 FREFEEN

RERSETHFRANRZZVKEBEGRRNAR, ST Xa/NR/NKEE OS,

AMIZFFRAHE. ERYE, AP TERREERERNR LR R IFRSEITH,
BARBERMEAR (20 C. C++. Java. TS &) HEMHEAE, HHNARREEES

SRS EN. TEN. SRNETHRKE,

4.7.2 FRGHRN

WERBKZET Ninja fl Bazel OMAMRERE, R TR —NTREERKR, HFS
MAEMENTREEEFRARER, RIFNREENHBMNEFERBOABEHER
BinES%, RESEPIXATNRKERNFTRERK, TREFEE, WERNRS
HWERREFIR 5 &,

miEmITR SRR
REMNE REURE REUKRE
miFhNE WIFME  RWIFHE

y y

A FRGRmIF
AFRGEOER

A FREIER

INKiEHE OS
iR N AR R GR IR

UX files AloT-Toolkit

RBEE

SN O

W
z
EX
0
il
=3

R N EREE

Class files D8

BENARREZR

TS files Wasmnizer-ts

B 4.7-1 wmiFSR BT FRARARE
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REFREEUTSE:

1. ERERN: BNERINEENYE, MEEXERE, HEKRBXE,

2. FRENSNL: REEFNEE (WFRFE. BiFEXE) , ISEFREFREEIR
HEMRIFER, R ABENFRER,

3. FREERDMUE: BHIMRFRETIR, WRENFRAREREEROENREM
SRHITHE, GFEOSR. 8. RE%.

4. ERIPENY: BITRREE, AEALENRIR, NEERSHETHMRFER.
WIFMHEE.

5. FRHERREF: RIFEFRRBANNTEEHTREREE, EMERRTHRE
HEITFRABE,

6. RBEMEE: ATHEFRERFVEMES, GHERMYE, WERSA.

4.7.3 ERFE
4.7.31 RENRBRIESBITH

BARNE

XA AOT BIFRBEHITRENARREFE, WEHEDNEERBNFTBEAREHRA
MHEREE, LUEE ART BTG EFIRTHRE BRI BT E, ERRARARMR
ft AOT RiFIRE, WBARAFREHITTESEMMN. ESRE. FERIENREE
KERERLAE, 33 ART B1TEI BIRIEFEEITM.

BARER

Rz A 4mi% Rz FAE #

RERE ARTF GC ik B i 1%

REX AL M GC ik
B"iRH BiRMLE FRWR DI

TR HER

TERLE SR TR

R T iE

hRREFF SIS EAE] B ERFAIE

B 47-2 RENBRFSEITIEY
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KRR

1. MRFERHEHAR: OWRENBRITHRE, NARKE, MEEZFaNES—REA
ER—1TBR. RENARRREEXH, ENARREE, SYEREXHPHNTTE
MITMSERE (AOT), NAEHE, AENAMRASARRBETRFLESTHE
MEREEXY, RERIHITHEMA,

2. PESRUROULES: HNAEEGHRRNIRENMTREENNR ML, HHFHF
RITICHALBENRE, ERCHMR, EAFRKEGERGCEENR, MNLBARER
JABERTT, WO T RR O N BRE R E. EFENR, BEERAHFA
HRRBERRITCHNR, HEKRZFZE, EHEFRE (Read Barrier) A%
HERITEBRS AR—EIE.

4.7.3.2 BimNRAmESEITH

BARNE

BiNARA UX HRRIES, MANAKERIESHYN, AL EFnRBEnKSY
EREE, MINFRERE, L5 FRTEFHAL, REBFNEFILE.

RS

Compile Runtime

Template B> —>

Style
N
Script Styles{}
S Y G < StylesManager

ViewModel{} E— (l‘)’;‘i‘;""’E'ggﬁi} PR FSM

UX Native

B 4.7-3 BinNARIFSEITREY
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KA
1. TRiEN=R15:

32 R —
Mm% BT

wme SEEEETEME
EEN -

loT g &% -RElui -

T

& 4.7-4 fmiFS1E

B TEESIFERFNN BMREHTARMML, BRBIRIER ARG, H
BRTY SITRRSITRIZERE, AMES THRITEEMIERE.

N TN K-
I N N KN

B 4.7-5 WiFTEHE

o UXEMT: BITIMEPHNEEXH, BTEFSR. RA. 88, REKRE. RSE
BEEER.

* AST o#fr: REBEABPSIAXR, #ITEMUBRERIEKBXRI T,

o BRI X UX #ITEERRR, £RPEAE,

o WIFNN: XYhEARHTER, £,

MRAER: RBNANZRR _HEXEGSTY, RENARE, FRBPERHT

NF$TE.
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4.7.3.3 RENRARESIZITH

BANE

BHMMAXA UX FIEIES, BERRUERESHE, BREEFNRBERKSS
EREE, MREFARERE, BRSTHTETHENK, REBFHOETIHEL.

ARERH

TypeScript Files

TypeScript o Semantic .
Component AP Analysis Binaryen IR Wasm

B 4.7-6 RENRARFSEITRHES

KRR

1. BIIREE: RFERERFF TS RBEN, SREESHEEER, ARFHEIRER
EXNRAEFEME, HITHSURE, URSETER, IHFWMERE (AOT) Nl
B3, & TS BEEEKIE Native B FREITIERE.

2. FREHME: RET TSESHMSEHE, RARATIHRARARNFREE,
WIFPEERHENDTE, EETHNSHENRRNENE, FRBIESCEFRAR

BIETTHE,
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4.8 ZEFES
4.8 FRE/N

NKZHFE OS REFRAGEREHRERA, HEHE. ARE. ERENNAEER
AANRERAR, WRERMIHE IFHNTEERRP, ERERERAFPIOHEZEMERM,
AENAENAFRETFZRARZ LR,

o BHREMAUERTHER: INKEHE OS NR2RET —HMUREHNTES, FAR
BNE4REESUERTHRENEZENRGNZE2ERA,

s RRERE: ETEEREUSENZ2ENHE, BRREARYE, RIPARRMEBERS,
MIREFHTEERIZH, RESPERFRRRMY,

s BMMANESHERS: MREZEZNAFPZTLILEIRE. BEF/IKERE OS RITHIE
RBRIPEY, ARIEAFHEZ2NEE, RREFAT/INKZHE OS N5 BEMERM,

s NARZ: /NKEEOS HRNANZ2ETRAFPHENZ2ME, BRBYSHPE
BRM4HITAE, RIEAFPNRFARR.

o REFHHER: NKFHE OS ANEHRALZE2EN, SEHTHERFNES, HE
RIFAFPNRALAZZ.

s REBINESRABR: NKEGRRESRARPHENSARN, ARRE, 22
SRAINE. FBRABERURSFESGEILE
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4.8.2 FRGEN

HAESR REAERS RERLIWNIRS BHRZ2RE
umse —

iﬁ!ﬁgﬂ

SEWDIRR

BRINER
HiERE

MR I
ZREE térfﬁ
t:%?!?llﬁ

AERITHE
MITEE

B
S RE

e A
R EIY ERIE |
RBRe e

B EIRA
ARSI —— FHEE / BHREE BHREEE

BEHzE REBk (eSE) B ME— 2248 (HUK) BRI

4.8-1 REFRAEMNPRN

3 g
4 %
i Wt
st H>

4.8.3 ERFMH

4.8.3.1 BEHZEMAFHITHIE

4.8.3.1.1 EHHE—=5 (HUK)

HUK ( Hardware Unique Key, x&M—%H) LI EEHKERESR L, 88188
B9 HUK Zpre— B AT &Ry, XoTLUBISEHINE 512951 HUK, HUK ARG SIRE
1. XHERFNBZEMERANZRRMET E—IHRE,

4.8.3.1.2 EHMEERSIE

MENHRZEERTERANHERD., STBHREXRR, TEERE. DEMNZEEE
XEE, BISMREMHMBRESIE, NKZE OS BRIREERIEREEEN B A
MERE. SEMFIEMFIN,
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4.8.3.1.3 21k (eSE)

eSE (Embedded Secure Element) 2 —HEEZ 2SR E2ERENNRIZEERH,
Z2ERT, EIRERSH ROOT. BHHK KL, eSE MEMEEIRIKA TS, eSE M
ZEBEREKBNE, IIMBEYVINENR S, # 2B TER. THNBMIAES

,—
7,
Trusted Service Management Client [ Service Provider Application ]

!

INK#HE OS OMAPI Framework NFC Framework il Pleloott

Framework T T
> Digital Key ¥
Framework [N

> Bluetooth
Service

A
\

Secure Element Service

eSE

SSD A%+F CASD A%F SSD AR
SSD Hf5& SSD i1% ARA-M —->| NFC Bluetooth

Global Platform 2.2

4.8-2 eSE AN

BT eSEZETH, JUERSEEBHRPER/INKEHE OS HIRE:

WSS ZFR EEERTES

HFEHR A NFC. BEZ. UWB ERARERFHNMNE, SMERWF]. BrhFINEE
RiER AR ETE. MSKHAWRR. & ERE. BIBKR

Mi Pay B NFCRIRRZ. A TEHFPERA"HBRS. %L App NARRS
I+ METIZENFC Bl DAEF NFC BIR. Erel#R. #iE+x

YERS RERE. . BHERS NFC R+

elD RYNBEPDEE . FIHS3IR5]

HFARM B NFC BlR325%
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4.8.3.1.4 g &EIEHA

ATHRRENTEE, NKREREMETIESR, JUE—RIEEIRE, IEBHAH
SEPEFERENKNRSHP, EFREESZT2RFINHRD, MNARFITUR/NKIERS
SRAIXINEBR, URIERENESLM,

4.8.3.1.5 TEE (Trusted Execution Environment)

TEE haMNREGARREESAPIRERAREN, TEE RETIENANZ2HNITHRIE,
Bt FRPTENBENERISENERSME. TEERIGENE, TEE ASEE TEH

B, BEEL. ¥2FMH. 2. OE U ERLRS., ETEE &, 81MNIENE
EEEREN, EARAENNER TEAREEERIRE,

INKEE OS EFAENBEKIZFERAARMN TEE AR, BT MITEE B4, RANES
TIESHREEENEERE, RIETREMMRIENE.,

APEERS TEE R£ &%

Client Application Trusted Application

TEE Functional API

Trusted Application
Runtime

TEE OS Framework

TEE Client API

Linux/Vela kernel MITEE kernel

Secure Secure Secure
CPU Memory Storage

Secure Crypto

Display Engine

4.8-3 TEE B{AZ%2H
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4.8.3.2 ZRRxR=E

4.8.3.21 2R

ZERMBRERRRIIREP, BULARIIRFHIHENES, BRENXGIER
HNEEME, UBMLEERSNERPMEFFETTRERNNER.

EZ2EHMNHT, MEEMXMHE (W: BEH5IEER. KRR, EFEMH) HF%
TA%&L?%EZ?E#?JD%ZLG EEMMERENEAMER, MRERIWIELRK, WEED

yiz:}
50l

1. HRHFWBA, PCEEHIEQ@RNSISE
FRMIE, FRRITRASISER,

2. RFARSISEFMIMEIFHER SR
IE—%% bootloader, REBEHIT.

3. —# bootloader N %2 OS MUK 4.

4. —%% bootloader INE — 4% bootloader,
HZ£ 0S WiFE=EM,

5. 2% bootloader BIFFH INE A%,

ol : Az — S WIEF I INKEH OS £

Bootloader loading ® BER%,

loading T ) '

o

Boot ROM @
Secure Boot

E 4.8-4 INKEHE OS 25|53

FA35IS#E (ROM SoC Bootloader) 2N HIERKEE AT AERIE ROM Fi
—EREIGBERF, H BLEEY, RE LBERERTIHAR,

RELBE, FRSISERRTEANRSGNRL, NEESRTME—LKSISER,
HABRFEEES A Fuse RIEZR BN A BN —REISEFRENHFZEIHTRE,
WIERINEET— RS GEF., e, —HK5ISEFME. REMHATEZL 0OSER, ¥
£ 0SEfTiERE, HE2 OS —KSISEFERRE. MEMRIT_RISER. L
e, HEBNRGEHTH, NTRIESINIRENEEREESE, HIERBIERE
ERINEIEIT,

INKEFE OS REMBEIEES#F VB (Verified Boot) ThEE, EIREBMIRED, NZ
BHRFNEEIRESISNERER, BEBRMNSXMEMBRIESX (BIF system.
vendor f1Ti%H OEM 5 KX) , TiEREMIME, HMSEHAT TN ERZEIRIER
BougEERERMUEHNNREMEZEASHIT. VB BEIFHH LKA FER Rootkit &
BREFE ROOT NREE RS, IMRREERNIRETHNZLM,
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4.8.3.2.2 L2

INKEHE OS ZHRFFEAER SELinux R, NEZPHERE. . BREMBERRNE
YEYISCHERFA RIS, (EHFZTE SELinux RADHITIRIEZ AIEM R AELR LKL
B EXM4 PR FAR, mizH AR RARBE EXHERERNERPIWRIPER,
TEWE=7E e, B SELinux, /N\KEFE OS JLAPELE R #HZ LS ZIRIPRIEIE,
BB LARE LE R R 5 AR 2N HIs W E HtHE,

INKEHE OS X8 KASLR (Kernel Address Space Layout Randomization, A%tz
BmEENL) , EEBRRRBNE, N\KEHE OS & NZR it =& HTHENHE,
EBREREENRZIMII=EME, RANBERRENEE, REFRTSERKE
RTT R,

INKEHE OS B FFRIZISTITFRIPALE, TTAXN AZ RIKANEHRHNAIEER . SUIRERIR
XEDSYEHITRIP, H—PRATEGAZNZ 2,

4.8.3.2.3 RARMEEH

INKFEFE OS #5812 OTA(Over The Air) FRXEMEZRM, TWTRE. BRNESR

HRERE,

EGRGEHE, RAEHEFRIE OTA THEIREHBLEHEIREMN ROM REH

TR, ERRONXHERN. BHEESERRE, REEREREAANARER

1. dEEH A/BHIE: REZF#EA Recovery B, BARIISZRPNERME., KL
BidfE, Recovery BERXASEEMAI ROM BEARZFHEXSE,

2. EMABHE: NORARERXT, ERAARNAFERERAIATRS, FRIER
SLI0E ROM 72N, KITEIZEE ROM BEEAR— N XD, EFfTERE
BER, ~BIRSEFRNBTHTHEAR,

4.8.3.24 MBR=E

o REMBEHHMY
ERZEMENT AR EA P IREEEMN S EBHUIE BN ERNXE, NKE
# OS AFYJIBEAHNEREEZBCHNEMERAME (VPN) . INKZH OS
X2 VPN 83, 81F IKEv2/IPSec MSCHAPv2 PSK RSA, AFTILIRIERE
2% VPN UG A& SRz
INKEHE OS N4 B M ERE 7 WEP. WPA/WPA2PSK. 802.1X EAP. WAPI &
ZMEMNRIETZE, HEAFPARRIINZEEK.
INKZFE OS B WLAN R RINRERIANE R, SRFPERIZIEER, BIAER
WPA2PSK IAEB RIEEZNZ 2, B WLAN BRIh ek sz i & £ s MAC
ikl £2-E -0
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hEIGEFIRAI

HREEE—MABRTEERARENIEELEZBEFERE, EHLRELSTFHTERM
AFNSBRARELEALNEELXEREEHIIRER. HAHELETHR, 2T
MER—ECENNZESES, BFRFNESEENIEEIIZZE, FWAFES
EJ=E

BfERFE RS ABAEILINEE, INKEHE OS Mol [ AP RHIRBIGEIGEERIIN
B, WINEEARKRBIS R, FRAISENZES, BEXNHEWGEABIERNRHENHA
B RENEENXAFEHRTON, JUHERSAHEILER.

INKEHE OS MR IMERRIRSIZEERAFBNLRBENTH, 82R5IHELL
BE, INKEE OS TR mAF.

Wi-Fi $R3L{R1P

B N E B FIEEAEN Wi-Fi S8 MAC ttbill, Wi-FiiRL&5LURAIE
MNEF. INKZHE OS BEB RIXH AN MAC #iltFEIEE, LABSLE Wi-Fi #R3k3R
B &I ESE MAC itk

.8.3.2.5 iR &FEH

BRIRE

INKEHE OS NRAFRETEKIREINE, NAFPKEEXRRERMEL, BHRP
RENHER:, WERFERFPFIABEZEER. BRE, BREEXNERT,
ARPTOERNKTREMI (https://i.mi.com) TIEXERINZEHITUTIRE: &
WEM. 8BRE. ERUEIEREIE,

BEHEN AVFAPBERMEREEHSRIRENINVEFEIHEERE T,
REKRE BEEMERIEEELFEREWR, ATEXNTRMNENIEAIRE.

ERE BEMENEEEHUERE, NEFAPEEN LIREMMUE, FEMES Mi Pay
BEMRTR.

BIREE BEEMEREEELSEERE, XARBERLFHER Mi Pay IR1T R,

IREHUE / BRI

EREHRENREE, REFXKIIAMERN/NKEKS., FHPEXRREISIC/
AEKSEBHNERT, REVETERE, HYREVRUENER, NKZHE OS
R T ZF L2 REEKRERPRF,

&
&
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RIEE MREAEKIREDEERE, SNKREREIEH BNREHYINKIREEHF
MBS, REFEUE, REREEAXKEIRENIKKS Z DI TR

BHEERP AEBEAPREEXE, KSEBREARERIEHTEER, NREKSEEED
[E 3 RATEXA ERIRE WRE, NEXRRSWAFRAIEMNDSIM |, &
HFEUKSMIREHEHEIN

EBRAARS MEAPRICT BECRNXRIKS D, TiEk@EG, APTETERENNRE.
EHBSREMRTNEREENEREN IMEI LRRSR. TESHAREY
STIEBURNKIKSHNBIESHE, WRETIEBPRBANTHEAATE, #KB
IBRIRIES,

oh, MBIREER, MEEBNEEESRERETEEEBN. INKZHE OS
KBKS5REZENXRKRFHEIERRSSH (—EREBEXEREEAFKRINES
MRHRDKX) |, RIEXBEXRATENR, B, ERIZEEERIMEFMRSIEIR
VAKX, MEHFAERKSSRSE LNXKKSRE, NKEHE OS BEKRE
PR EI XK S 57 se A L .
WRENNRE T LUE TR HIRINAEN K E OS RAEXLIH/NKEHE OS RAX
SISIREUE, A, X ROM ReghiT OTA AR, BARBERER/NKEKS, 3
RERIEER/NKERE OS 8, ©EBRZITHIRENENRL,

s FNHE
INKEHE OS AFUBEFNASE—IMREMYTREZNRIZE, AFPK
F. NEMHRESETERE, HoMBRP. ARUUBTREARNFRE
BHAETZENSEZTE, RANEREE ZBFN—RNEMUFNAEL, APTU
BEXXN D ERERELDED, RESEMWEXG BRFEER, KEMBNASE,
ENDEREXELF—NDE, ERXNDE WETEARRIE, BARWES
183 A 2010

« BEhixEER (MDM)
MDM (Mobile Device Management, BaliREEIE) 2/N\KEH OS RHHBIRE
EEENAMRERIPINGE, EXNREHTEEMRENED, B MDM AN
KiEHE OS RMM AP #£0O, W IT RATUBRNIIIS/INKEHE OS REMNIESH
MEE, APl EOBHERERN, RIEROBANNRERNZ2ME,
NFSISHIRMIFEEERRSSERNRNUA, RINENTRAEEERE, 81F
ERRT: ERANBRERFPHTXALE. 2IENARERSSNRED,
NFSISFRMBTIREEERIR, WHFPHHIE. REERARSTURETEBEN
RIF, BT TRIE: BiZ B/ KRN AR EET TRGE. 21N AR
HEXRSED. ZUEBEXNBAERSSERNAIRTER,
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4.8.3.3 SMANENHER=

4.8.3.3.1 $iRZ

INKEHE OS SUFZ ST EREN. HFEBNESEN, SHERHERNERRKE

EX, UBRELEHED,

s BREHN: ELFBEERINTR,

o BFEE: XLEEHE4-16 NZENKE.

« BAEN: XEEEIBFRNNEFE., HFNKEE 4-16 M FHZENHFSHEM
HE,

INKEHE OS S ZRZEME—2 (HUK) RIP, F7E TEE $ME, HREFEIES

BN SiFRD, EANFELENERLUETIRIER, NEZESE TEE POE,

INKEHE OS IREVMAEIRZBARE., EZZRZAERBRENERE, FIRBHKEGE,

AR LE S50 2 B0 4% 2= D IR AR

EEOTmLE, NKZHEOS ETZETH, XBETRE2TRNMFEZNIER, 3T

REBIRENERITHSFEENETERECHP, RENEHFNERTNRZLEE,

4.8.3.3.2 E£4iR 5!
INKiZFE OS REEIBLAARBHEMIRF S,

EE0GRAY

EBLORANERNKFNMUB P RENSEINRERITZ—, BS0RAIETEVIAER

AFEREBREUNER, RATAPBFEREIRENENERRVE, REBFR

AIRAN—IHSMESNFEER, MAERERDTLEE SRS,

ZERIFHEAFBEIMBASNRIPENASENRE, BL0RINBREERIERF

REZENEM ENBFRMUEMFER. RENBIIRS, REESORANERSERAIR

SFNEZBBRRRN, BPES—IXARE / XAESGRAINERHERRAZNE, HEUT
S, REBTAAREABRERFRE, UREAPRERF[MIALENZE:

« SAPIRENIRIT A EN S8,

o RGBT 72 N REREZLHERET;

« HAPRIRSELESEIURVOAE 5 R E, 20 RZAE, SRESERERS
Im B S E 8 LN RE 30 ®;

« SAFPRIREELIE SRR MR 20 XY,

ABEIRAY

AR RNKFNMAAFARNBFEINERITZ—. ARIRBIETEYINIER
AFEREBRZEUNER, ARIRIEEEENARBEBFEFFEITSEELE,
ILARRBIMNRERS, MEREENHDECHIRE.
ZRIEZBEEAFPEINZLNRIFENASENRE, ARRINBFREERIERF
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REZENEM ENBAFRMEMFER. RENBIIRS, REARIRINERSERLIR
SFNEBBRRRN, BPES—XARE / XAARIRINEHZEZRAZNE, HEUT
P, REBETRABRSRRERIERE, UREAFRERTASENRZE:

« SAPIRENRITHSEHEET;
o ZIREFEBE 72 N REREZDHERE;
* Android T 7158, ABRIMIERW 3 RS A SHENLE,

ROZREZESHFRANEYIRAING . N KZHE OS —HEURIEBFANRMAFRPE

FTEAFmARSHEERMA, XNT AIRARFRMNS RREFS . HAPERMIRITH

EIRFTEMRITRESBENS MR, AMUFEERNEXR, BETEXAF

ARNRESK, RMNROAPEMBLIEERNERYS, EEMRAINERITIES, £

BESHIERE. £H. 7. EREFSNCERDTEEENXE, BIIRFIKE.

HERBMZAEBIERP, BEEXFNE, AABPREHENERARNBN, X

Bze5RMXREFEIRE. BNAEREERFERNBHESNERT, 72RK%F

MIEREMFIEERES.

R/MURERFPNEMBIEGER. EMRAINEFTEAFPRIIRAEMFERR, &R

ARERET, AlEERRENFTEEERE, USRNMERNAMMERERFNEDS

HEER. EMFHLEERNATERERETETARSTEERERRREMER

Rage, H—FRETRPRIEAREDERRAML,

EMBEERIRERPIRERMEFHEMER, £WiR5 Al EXENERSHAMIZT,

ABRBEERHNRA. FiE. RIESESEAPNREARTH. HNASBRPHIA

RERESON LEETEEIKRSHREANEMTE, MEALBERTHTH

EERRIEPIRFENRZESRMNGE,

HMESZERERN, RUZENESTHIEMHEIFERE. N\KZHE OS BSWEETRARER

AHNEMIRAIZ LR, & TEE Mg HITYEMFHEERIORE. FRMRIE, RE

EMAFIEE RBIEARIETE = AR,

o EXENEED, REETEHZ 2 (LLi 2D RCB RADENREEREX) | &
MKz FE OS WAFMREEHENERRERENITH / XHFHEME, FEERZ
REMERREREREINRBER.

o HEEFMENEED. APNEYHIEREME TEE RUHNZENHEFRRREY, 2
MHFRAFNNEZERPEFEEESHRE, RE TEETRIRDE, BMERENDIRR TA
EARRERDOER, RIKGEEARAZNFREHEIEZIMENEYHEE

=

o HERIERIEED, TEE FRFIBINKZHE OS REgAEEMHDINERBERMZBOA
IR, EVHBRBIEENEDFEER L IIEE TEE R i#T, 2@ TEE
WRIMI N &AL B E VSRR S .

AP TEARMX EYIFEREHITEER, EMEBTERNREERER, FeLEH

FNIECTERENKRSFEANEMFES. APTUEIIRENRE - 8. BES

ZI A ERANEMHEHITERWFNM. 2. iR, ARIEBFPERNEMLS
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Z2, BFEZEAEYHREEEREN, S—XEFTERPBARENZLBHITENRIE,
FAPF AR EREXE / FEEMRAINGE, BRPYMUETRENRE - EX. @ES5E
B0 R EBE R IR T RS X A RBIRINGE, EE—RARXAEMIRAIINEEN, #FE
EAPBAZBHITEMHRIE, FRAEYIRBINER, EMRFRSBASHBENER,
ERNEREFEEMFTIEAZENNEG, SERFEENNENEREEREAL
1T IBRIRE

4.8.3.3.3 BAZARE

INKEHEOS NBERARAEETERTEENAEFARAREANZBMIELNEGE
H, AEAEGRBRES (B9IREN TEE, B9IREN TEE X2 HWKR)
AR EIEBRHITRINE, EREHREREGLITINR:

ERFFE
INKEHE OS B ARAERETEARIPOTHREFMENG, NBEREFPERNERZM
ZR, ReemANIREER.

N2 F e
SANARFFEREMZEAEN, K 5Ta0E I INE 2 B0 F5 0% 5 & W HE IR & AR
HRBERRES, ZEBRERATEENRENEHRBERREPRTMEMBETERE,

ZEAIAIE

F—EHINKFNEHIEN, SBEEGHRERBERNNLZ2EN—TATAE, HPQHIER
WEH, FREZRSSHEP, BFREINEE—G/NKFINEEE, EFZATBEX,
H—EF T IRRRRIALENRE, E=TMNERSELZERAFPRALANRIRET, XN
K OS REFTAEMIAIL,

INKEHE OS BEAZBENKARMEEARERE, BERIEZBRMABRERRN
FHEE, PILEEIREIMNBIRE LARERNERZ B

FRpA R ER

HNERENKZHE OS REZISMNAKREERNN LN ERZBME, B Keystore ZHH
TINERER, NASKHFEENRIENBEY. EXMERREIRTNEZRIENRS
HiE, MARNAHRE, B, BENAHEERNE, REEBTERINERIH,

BES, JVKEHE OS BRREPHMHHBEI/INKREAGEHITHRENZ2EMH, FEASR
BTze@fzir, BMEIKEHE OS BERAERREHERNEE ZNERENTFMH
=E, BTENRE LIRRXEHERZEEEFRIERETH.
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ZAFERER

ATRHDSINKEFE OS R LBHNREENER, TEMRIEAZHI, Keystore &

ITNBEEEENRINERFR., —BERFEAEE, HENAAEER. UEEX

FRZAN, #5H Keystore BEIHITIRI

INKHE OS RN ZEBRFERIBNS AT

o NZE: BNMNZBREE. BEHEHN (NE. BE. &8, RIE) | ERAXR. ®RE
XA AERRRNEE.

o WEBXMMEER: ZHEENERNNEER.

s AFPBMWIE: REIRFPREHTTENRIEN, AJMERRH.

4.8.3.3.4 AP &IEME
ETHEZBMNERZAENS, JKEHE OS LT —EXBNAFPHENEZELR.
INKEHE OS MERRDAERDRMAFRS K, RASXEREN, SAFRSKRES.
BRNNARFREDNIRADRNBOBER. FAFPSRKNERT, RRRHETET
MANHENENERIREENG, UREIARNBEREFZENSERE, LW, 2
K@ OS R TEZETEHRBMNERANRZLNENNERER, B8 T/IKEH
OS WERIMMTT AN, ARBFRIPFTRHFPEERZZ,

XA LR AN

INKEHE OS BT TEE NR 28, BETHRENEAHMMBEESIERARMEXHR
HRR, BT WHIRBHEERE T XARNAPHEENZRP,

BET/IKEHE OS XK REHBNSTIAFPRETRMNBRFFREAVE:

FEME (CE) #MEXE: CEXEBERANFHEKE, REREERRE, APBEXERHR
FREBENIRE R,

IREME (DE) FHRKE: TiC2EME, REELFHMILILE DE X,

CE FRXER/NKZHE OS PN BREFFHEEENIAFMEXE, LSRN BEFN
AREFHENZEE. REXTELESMNRIE. WP, 5. BEFFNAEFS S7E DE 76
X FEELHE, XBRTEEERRSBEAPRESREZET, BRRRS
ZRIPAFPRAGER.
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1. REARZEREBAZBERR,

i 2. ERERZRAERANAFRSHEIENS
EKZH,

3. EEMRGE, ABNERPHITEDRE

=i HE, BTHIEXARPNAXERF KR

hRE,

HREHEEH 4. ERHFERRNXZHNENRPXEEA.

5. ERAXHZBEMEM,

RiF

BFIRERN

RiP

%

BREIE
ERRAERH

iKE

iEf R =R

MITEE

4.8-5 BT XHHEEMNZLE

Z2FME
INKZFEOSHNREFMINERET TEENRZEXMH RS (SFS) XM, BT REFMER.
P, BEMRIRSFHRER . BT TEE PHAENAERER (TA) ERREFMENAR
BREOMEZEMEEIE. MERIERE TA Z88hE, EIMINBRERLESLE,
MK ZFE OS PHLEFRRASRENRERHITME. BEMELETESIR. &
SEFRETAREEAE—EE (HUK) , FREFMHEEREN TEE f, BEEHAMEN
IR RETE TEE ZOMEE,

INKEHE OS —H 1Rt RPMB (EMRIPAER) D XINEE, IRIFELERFAHERE
REFRMBRFIBE, RPMB 2 XH TEE BEEH, BTRE, HHNEREHE—2
88 (HUK) k&R, 2B TEE oJLAGIE RPMB RIPRIEUE, MR P IREARRMIS
18 RPMB #9#% M. RPMB @i W E I #=s. ZiEH HMAC IIENFIF LEERIRE, LA
FREFEAEREREENEN,

REER

—R U EE HAARIEFEEMEEEPNEESRDEER. A TRESVXR, K@
B REEIRIIMA, A, YEU=ESR EFHFSERER, HiETL
WIS, NKFHE OS MAFPRHTAMNFEREL REN BRI SD K 8L
i, —BEFTXMER, RABBRIANFRZBHTEEBREE, URIPIREHES
REENEAFPEERZZ.
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4834 NARZE

4.8.3.4.1 FRAAE

XAMBITAER. ENARERESRT NN, IKEHE OS a#TIERARREH
P, T2 THEHSXKEMCR. SRNIRERICR. BikiTHER. BRER
AR P EIAEA . %%HWH%TE%¢ATﬁU#E%Em%UhE,mpﬂuiwﬁ
EMENBEEEAX=MUR, AXFAPMNBRITXA, SEHERIPAPDARR
B,

|
e
A A A A )

A

A A A

\

{ ‘ \
Action

\ J

A

Y

Core Services ActivityManagerService

WakePathChecker

AppOpsService

A Y

\ J

{ 3
Persistence

\ J

A Y

. 3
Ul and Security Application System Control Ul
Control

L J

& 4.8-6 N 1T HICREARRY

4.8.3.4.2 =8N

INKEHE OS LRSS MURHNZSMEIRE, RTAWSES), FEREERPRTS
RIRER P RIF,

REERPRITF: XAFHRBRESLTIENNBERZNIR, EaNAHESKIES,
RAREADARWT: APE-RELERAIRPATERZNR, —E#RKRIERF
FIER—REEGE, NREHEE0KE,
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4.8.3.4.3 FHiEIR

INKTEFE OS ZRIE=F MAKIATEERRF, W IMEI. MEID. IMSI. Mac #ilk,

Serial 5%, BRI ART —ERFIEETXANENSH ID, FREREIRRIFHE
ANARRANSERERS, AIMBIFNEEEZMARR, 1A SDKIERE,

4.8.3.44 NIREE
INKEHE OS BIRD A ARERXE, BEZKRENR. BTENRMBHRIR, SN
PREBEISP T IRFRFNAZINRGE, NATLILDNZREEEEARMAET L
RITHRRIBETE.

LIREFINIR
LRERR TN AN ZREFENZRIBENR, HATFNBRTYREHEMNAR

ERBYMHNZREE. IRENATEBRTRZEENNE, NARESERFEENA
FERENDEERZREBRREN., RASEAPZENABNBmONAER TR,
INKEHE OS RSN ZREMNIRFXE, BE—RNBENEZNR.

B1TEHAR PR
EITEREFRABRAIR, LENRR T N A ZREENOGINGDRIR, AN
ARITNREMEMNAEEETEXMOZIRIEE, Bit, FEHXENADIBERIET
BIIR, REZRERIARRBIERIAITZIREE.

SANABEKRETRNRN, RASERETRIRRET, ARYEERIT. ELLUK
REERP RFFIRIR,

TEEITHRRSBIAPAARRE, X2—MSRNZREE, EPaETR
ROER. AN, NEERMBKREEMNETHFPMALIE,

FFTRAR IR
FIRSANRNNASERERRREPHNERIIRIRERER .. WFRNBRTFEHKE
MR, MPYRREILRE: RE > RIASRE > HMR > HHENIRIRE.
MEREEMNALEENIR, A2EHENEE, SERERRNEERE,

4.8.34.5 ZE£H

WEaE
EMTESIMNEREE (BR. 2XF) WESERSIZRNKEAMFSIIE,
REAMRABERES, BRRECELEMNER THELANANRZSRE,
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REERSIEFNAZEEN, AFEITUEFNERPFIRLIRERSHED
e, XNEENAMEENMHTEE.

SERN
A, “FNER-"BERNNEEERMT ROOT ZLWNLARFHIMEE. BIE. F8
EREQN, FEREFEUTIHE

FHMESERN | €N APP BEERE THEINEE. REEER, FIRRAEREIES

BESERN RNREFBT CTEN. EHRKREARS, SHEEARSE, 2HERX.
PIRIENE

EEIERN HRNBEENNAREEES, REARTRRE

HithRERN HURRREHK ROOT, FHRZ=EAERRTAFPEERRNASF

4.8.3.4.6 iB1THHRIP

gz RlE ]

INKEE OS FHEMNEDENG, BESINNAZETEDETEEERS, FRIENEET
NZz2,

BT AFREP

INKEHE OS X Hthiit == (8 BRENE (Address Space Layout Randomization,
ASLR) REFEHITHRIPHEA (Data Execution Prevention, DEP) , ASLR 2RS4
FRFEHNZ2FRIPERA, BEXNHE, . REERNEEEXRTEHNMEIL, ENK
HTEWNE NI EE, BLEREEEMNRERBME, KEMELEGEHKIENE,
ASLIR EARRRE T HEEFARGFTRRE LAEE. DEP NEISIERFPHREXIFGiR
EARTHGTX, LBLERFEREBRE.

WA

AFERARRER, NKEHEOS BMERARERE, KEREBFARESKBMICIZINGE
REBMNR, ZIERERFHE=ZSNBEE, ZUEE=STNARFEESELER
g2zt BERAFPHNEBRARE,

57 PR 3

F'ﬁﬁ%xﬂ%?ﬁ?ﬂ"’ﬁﬁ?ﬁ%iz% & B X B LE N BB RO BR FA S Bt A SR U o /J\*/w,ﬁ 0S
APOES NASE A NAER, ANEIRESTHERNFEIIZD ( . H=ZF
BE) , APFOUREGEERHNEBERSZ2EHNE 1 oHEHE, UREHRE ﬂﬁ

NAIIENAR, A TERINBROEREMZSM, NKZHE OS imhl]T}afﬁl]AﬂAE’J
EMIRBIARSALE
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BRHZMHP
RRECEARZREESINEN, IKEHE 0S RERSERHTHENKSIZE, BHLERF
TIEETHERE, BN, BEEMESZAK, BEE. SRNEXFHREE. BF
BAFRE SRR, RIFPAFPARIMERIEESE N ARMEE, SBUSRESE,

4.8.34.7 B¢

EAZTENAN, BSEEMRNRAARERSLTZE2RE, NERANKRIR, B
B EES R HTIREE, HEAPAMESHETHRS, MRETEHINEELS
FRABERK, WNNERREEZERE:

c HRIRZWIRPEERN Wi-Fi 2E5%2

s ERANBAEZEERE (RUAFPNBAEZEENERRPHNIERZEZBAZE)

s ZARPEREFERENA (RNEFEHERSEAE. BWEET)

4.8.3.5 ZEFHIER
NAFREFERERNARENXGE. B, Bo=ANANARIRR. ES0RRIF
DREARRBABGRLR, FAERERE. A TEPFREROTESNAREY, %
ERPEH, NKEHE OS BELEAMERANBRBRRRLZEFNEND. REFK
EZRULSDK G AFRKERETRETERS . RaeZ2RN. BHERRERIP=H
ERIINEE,

4.8.3.5.1 ixBOERS

INKEHE OS BT IEHMITHIR TEE RERZZLWNER, 7 TEE PHISRKRRESRT
EMHE, JEES, AREURSUERSBRERNTERRESNA, ANAHTIL
SN RS IENRE RN EE.

4.8.3.5.2 RHEREWNIRS

TR AR MRS

MNKEFTE OS EFWNAMANMARM T RRLMRARERE T BRNANEES, NA
LB E R AR MRS KRB B R ARE, RiEERERMANERRE,

ER=EENARS

INKEHE OS AN ARM T RAFNERKREVNVIRS, BETHIRFNETIRSUR
RESHRATANFTEDSHSIREREFEERRINTA, B NANXIZEE
jjo
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4.8.3.5.3 BHRZLFRIP
R2ARRIE
BELBHRLZ LW, REARKIEOESINE,

IREREEEN
RHTENANFRMEEESD, A=A IENABEE/NKZHE OS IERITHED,
BESRERENRENARENSTER.

4.8.3.6 ZEINESRBR

INKABUEEMRIFAFRIASZE, ROTHELRFPEENTR, EZREHNER
FEYSISE T
ABRERRESRAMRIPEBNEMNNGT, IKE 2014 FREXARLERLZESRA
ERE, BIKARF. RESE. TENEENHFEL T ENL2EBER, @,
INKEEB T RBS MR REIMEARBUYSHBBERIPFE, UBRINKFEZEEE
EMBIER,
ARAFPRERFEEEEMRIVFITEERNUSETHRERRS, NKEFRERK
BRETE, HEZIMTHENENERFEE, NKELBISHRAZEIIAIL,
BZEKNANEERIEHE:

https://trust.mi.com/compliance

INKEBHRIPIIEAFPHNDNARMY, BIRABRFANB/IKIDEAWE. EH.
RE. LENRIPEEERNKTRZNRSE, RELERNIFNRENER. FEIE
S RABIFRFABUERHESE :

https://privacy.mi.com/all

i o rmBERMNRABREE, JAENNTRREES,

INKBE—ZEVHNRESRMEAN, ARANKFRHNRZESRARBHKRARSZE, 7
FRPNEAANFRREHEZE2ERAMEZMNNIL, B, NKEZEEZN/NKZEH
& (SRC). Hackerone REBfEEZ iR, IEKNLZEMREMELZLNBNLZLER,
FRBERANBEREANEFABDSANRE ., BIFIKET NKEEEERE TP
FHEEREMAREN/NAKTERE T2V, FEAFEHRE, NKESKERIIANR
L2IRIABRERBIHRRER,

INRZE2POBRRAI:

https://sec.xiaomi.com/

https://hackerone.com/xiaomi

security@xiaomi.com
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RBEANZ

5.1 Linux R F &SR
511 FREFN

EERPARMMETR, HYESR Linux ARNAEFER. EUXHRFHTERE
WA (HEEE. MEEO. #REBESHIDIEERY N FRAPHERM
HER) .

5.1.2 FRRER

Syscall API

REEE XHRS F%

P WEHE WEFEK RN TCP/IP thix#s
R VIP . 2485 Big
i e e BAWE
mok s e
EEIE iR

OSRTP &8 m
Y TEMER

R E N
1=
R E
RFE N

nE hisr E&F
BRERE Block

M e
E3rs5l] TCP/UDP

QUIC fniE51%
b Offload
RET R | AEARE Pevice oa

EHRE BENKREF
FRNE Lﬁ‘_\}l& 7 WER R | MEHIR | CLS RAF
B2E Bl 'R

REIRE

BHEE

&l 5.1-1 Linux R#ZF & 5524
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513 ERFMH

5.1.3.1 Hyper RELEEES|

RANE

Hyper RS BEESIETERRN LEVSHEMFENMIEREFER, HEW
FEK, AFoREENRIEEEXRE EEWSHRMERSRE. Hyper V\]T_ﬁj\ﬁﬂ"é
ES| BT T E R Linux RZTTERAM EEWSHIRE, st/ EEWSED
BH, BMEARRKHRT, BEBREBENSWSHREIEIFXK, 1%1Eﬁu.:.lL£E’J
KRS RE, B, $XNAREFRE, Hyper RFDESESIZBI A TEBR AR
REFRFEEE, BRARRBAEENRBE.,

ARG

15%1“5] \
= pos B RRNERE ?ﬁﬁﬂa
- . e RTENNE
REHIZ VIP @& =12 SRR RS RS

. RESE
ERNEFEE ZREGEE, HITHER

5.1-2 Hyper R BCEE 5| ER AR

ESEEETN

1. BOBERERE: BPRAZOEERERK, RAAZOZEME —ENRRE,
RO RREDERIEKREBFBIRMNHE, RAZDO ,\/?ffﬁmu%fg*ﬂﬁmfi

2. AFEME: SHNENXSRIMMENE, B XHERBEREFXHRGER,
M UFS B A, &7 Flash Fids,

3. AFEDH MRS ERRENEFSEEN, RAEHTSKEERE, AFEIJUFITOE,
MOREFEDELER, RERAERRUEEER,

4. XREE: HNANEFN, XEZX4kNEERLT, BERKAGTFNEERT
BEEAFHE, RARSRBE.

5. fiole: ETRFBEERIETNLNESNEI, 813 TR0 EA I H0E LN B S o0 iE
B
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5.1.3.2 Hyper R7FEIKZZ 5| £

AN A

BERRKEEER, RATAREAMER. ATRIELEVSAESERISEREER
H#E, RAFTENISNESERAFPERE—MOAFREHRHTOEW, MNHBRREZR
R7F. Hyper REFEIKRMRSIZET R AAED BRAURIGRMKZAK, BEBEERIR
AH AP ARZMBR/NRFRE, BN RIXERD AFEIERERR S E KRS
AFRARNZE., YTREDPERKPAERNERR, Hyper ARSI EEBE
RET BEA, BXEHIERIEE Flash, #—SRARFITBARGFRN,

BARERY

R FIRFEMRIRIR RiFAEIRER

FrEREE
SRl | siamm | EamAA | EANM B

Rz A TEE Rz R fFGiE R e

HiZE
KT E RS WA IE AR R ML S
pizmly | PSR sysfs B I
Kt VMA 2
KESS | NESE EBE || ZHE
Flash
i L
&l 5.1-3 Hyper W17 EIUNAHE 5| AR5
XHEEA
1. BIARIMEW: B LEENBENEGER, AAREFRIAEENARERE,

2. AERARIESS: Lﬁﬁfﬁ%mﬁ%ﬂ&¢mmrﬁﬁﬁ@ﬁ TR, R5INA
RBATFHYE, HEXEIEHRTEIL,

3. AT R: BEZMREEA, BAFPRERAFHEREE Flash KEFARSRD
ARE, NEAPAR,

4. REFERLE: ER7F. ZRAM. Flash 2EEZIZ=REF, BRIETOP NAMERESH,
E=REFATBRAFHE, BRARRESHEERE
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FHESIZEEI I N ERATENERAS:

1. BEI105/%¥20,

RARIESFHEAMERE.

2. 1G¥EME, REMMEFENEL.
3. RgEiEflE, REBRRARENEFHEANISGA,
AR

RigratE

BEI05|1%

g

MR

APPSR XHEE A/B DEHE
ERREE £ PSR B

x##R |

FAED

Block RE R

WD SH0¥3
RS>
MR R Sded
NSSESE 09
MR
R 9ydeD Higk
R ouAs s

M

N

m
mie |

E ﬁ

5
REE

UDE #'% | I lICLD fEf*

LiREE

FBO &4
BREE

o P Swap

[ 5.1-4 FHESIERARREY
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KR AR
1. BEI051Z£2.0: B8R0, BEE IO MME. #IE Cache MU= /L\AE
« &R0

IO HEERRIERAREN— N EMMERR, TR TTU EFEGHNEE, BEHI10

wREEE 10 FRAT 10 &, EERHNNNABTURSLIEE App BIEREBRH,

FaEE—LAXEMEFENNASMETIE, XEHSNREERAMEREEN
BRI I0 BEXRIESTHSNEN 10 1EKIEKMN,

ERIORARERHE / FEEN IO RS E—EENLE, I8 I0 EAETR, B

FEEI0XFIE 10 Bt s, B App REHERIETHNRHE.

o HEIOFME: BEINBEITMNEEML /O HIZATHITRIAD NABERF B
8, MEEIERIERKE, NARERJLFILIZZEIMN pagecache HEIX LR, M
mEZE > NBEEFRBMIER,

TERRE:

° TEEIMER, BN AREFNE—REERE, AP ERRRENE RIS i REZEEE
TEER, WESBEHEXIRURENNBEF,
R R FRHAIE, el BINREHE R EN B RS T A FRENAM
ERANE

» HE Cache it
£ F2FS B LA Al EiENSEXXE RS, BT Al &EiE, IRBIXENEGER,
NERLSEPFENNBEFEXXHBITEESZE, RAI LI EGERBEN,
IREVEEMRR, BE data PEXAMENEEE, BOGFEERL, EEFEZLHE,
JEK UFS Bd (UFS BIXMEBIRM) .

2. BT FHEEBARMENELR, KEEMHR FBO iFHES T LERMY /
EEBHUREA EBRRANNNRE, RAEHR EE— 1 TENEIENGE,
Ho XHBRFEEBESXHFEZEERE, BIE App EFVZAIER THNEIE;
Smart GC Eae R B, KAZHMRIE 10 MaE; GC BIIREIWEERIRINGE, 1N
UFS Fip; SEXHMBREFINBANXXHTE, BERAEE, R4,

3. RARE: ZaREIEEPERRAEMNEEURBRFIEZENEXN L, REE
HREEEFNLEHEIEEFNULR (81F Android BEEMERFN) FUE—,
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5.2 Vela RF &S
5.21 FRG/N

5.21.1 MEXMRERFRAEHSE

B, MENRERFREFRNEN, RAEBEMMRITUSATAE: —2HE
FHY AT RTOS KEMR; —RETRARERFETHN LI MNES; =EINED
MM RNRERS, WEFH—RRA—RRERE, BERABERESHIVRERSR,
RERERS, RREANNEREESLE, EHIFCRBIRINXER, —LEYEKRIRE
R4, tbin QNX, EAHIRE, BREREETIWR, Bl 2ENAHSERENNA.

QNX VxWorks Nucleus FreeRTOS PikeOS ARM Mbed OS
(1982) (1987) (1993) (2003) (2005) (2009)

E—3K: EHIERA RTOS

(L&ﬁin;\a{\l::d) Yocto Linux Wear OS IAndroid Things
(2010) (2010) (2014) (2015)

£ BTRRRMERAEHMES

Huawei LiteOS (Nu-{gfgz-sred) Zephyr Alios Things RT-Thread Vela
(2012) (2015) (2016) (2017) (2017) (2019)

$£=X AAMKRNEERIZERR

Harmony OS Oniro OS Xiaomi HyperOS
(2019) (2021) (2023)

FME F—RE—RRIERR

5.2-1 MIEX MR AR EH L
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5.21.2 MEXMIFERRERAR KR RIES

j SRS KIER ot
X — AI Be

— Al 884

BE i ELBX L FIHE SR b

R—EiRAEN in{l Al B8

RTOS
Frameworks & Runtime
RTOS Kernel
(NuttX/Zephyr Based)

OS Component OS Component

—RPIEL TI{SANEEFN TEE B

& 5.2-2 MIEXMR ALK RS

Rich OS Kernel
(Linux Based)

wa—: BESIHTERANAAR, BRUESHMENREF RS RETRE.
Fit, MEMRERATEESEFNRZ—ASF, NRREE. ZRMIEFHE.

ZinDHE, MARNEETUESBRNSESKRE AIGE], Zig loT BIEREL
BES.

BRERAR: RROVMENEFRAAIRNEZSHNAE, JEETERBRNRM,

BESHRENERENNERERKER, IENEBERZERERFRECHELRE

=

%—% OS WIREEM: RERIMEXW OS, 22 "'AKHEF, WX, S8RKA
TREAAEH R THEE; XMPEETH OS, S¥ESW Linux., Zephyr EAREEE
N AZARFRZEZTEXHERINE T, RZEAHCRNERERFRE K. Rz
BN ARRIE RN T fRRYEM N 7R 89Y B ARTIEI0801R & 2K P kB
FGialRR,

F—RLIER: EEVBKMZSHNHSABIZN, RENZLHDRBBEREZT X
F, HFEBENBNEYE, FRURRZEEHR loT RENERBEZ—. YEXWIRE
RBREARAEMERE, FEASENTENRE2NH, MUKKRNESHhEZ—1B
MEMEMBERENZ M,

AlgEN: TR A BHRIESESKER, XZERNGESHEIEER (4
XA, Bg. EEF) WARREEIEE, SESKERTUNRERAZN S8
IRee, N=MFAiRMFEENLD, ENEMEARRNEENNA,
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5.2.1.3 Vela BB+rF1ENL

Vela B9B#x

loT FAMFHNZOERMEEAK, EARARZHIHMNE RKOE RS RO AREGF
R BRERRGENESER (BN FERSE. Vela NEMRZRERECHNREGEFTS,
B, BREXIZEINK AloT ZFZENFEMBTA, BAEY, BRloT Z&NBAK

[ARE

loT FH % OB REERF
miAMBERIEA &
BABHRBE R

BHEER RGHTER L ARBXBERK
IEERERM RTOS A# RFIRE

SoC RIS RIZIERAIES

BN BEREESD IDE /R4 RE

GUI tE%2

5.2-3 loT gz 0B =

Vela BIEfL
£ Xiaomi HyperOS M ARARR T, Vela EUARHBHRIET, FHANEERIERR,
FrlAVela RBERIREZME L0 ~ L2 LiRE FNEE L3 ~ LHREN/NMZ//NRE,

Vela JABHLEIRENN [ INER

32K~1M T™M~64M 64M~ 512M 512M~2G 2G~ 4G 4G~
loT g% B F o BRsL BEEFE BB FH. FiR.
| HeeEa | EMN

Vela BILABE RIS

5.2-4 Vela BIENL
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5.2.2 FRFE

?:/fal?nework Application Framework(C++/JS) Tools
MultiMedia Sensor MiShare Cloud Al
Framework Framework SDK SDK SDK

CBluem(?th - o
onnectivity|

#RME POSIX API #&0
POSIX APl & C/C++ API Emulator
) 4
ARG b REBH BEEE
File System S onnectviyy Device Driver Power Manager
4 TCP/IP & Wi-Fi 9
RASZ
AMP
BAERR REZ1Z
NuttX Scheduler & IPC SMP

JS/WASM
Runtime

Ul Designer

Vela Kernel
(NuttX Based)

Logger & Debugger

Auto Test
Framework

FEaX%HEF (ARM & RISC-V & X86)

5.2-5 Vela FESZIE AL

* Vela Kernel: RHEEANESAE. BHEEDEE. XHRXAFEM OS IhEE,
AN R EEESMANRER . BERH TCP/IP ML BREREHG, thE
EENZSZNBESZINZE,

* Vela Framework: 2 A LETHRE, TEERAYT ERARSMIZHAEHANAESRE, £
B2 AREYIE W R B AR EH N EESR, IS EANRERMERNA
1EZR, EATERM Cloud SDK ATLAG B & & EHRERNBEANKERS.

e Vela Tools: BT & WK Logger 1 Debugger T&, Xiaomi Vela X2 Emulator
TERFZHFEERFDAEE, EH Emulator, FAETLIFIA PC mFENIEI
TEMAAER, BEKARNRAFRIELXAEE,
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5.2.3 ER4FMH
5.2.3.1 RESZIER

AN A

SMEZRITERNFEBEHETFANAREED, Vela BETIHEL. STR. KL,

BERNEZERNE. Vela ZEBERDBUNT—LME:

- WHPER, ETHRERRER, BERRSHERFRELI,

s WHRERY, GEBREMH, EOBK.

« ZERADHARWBERBABRL R, SEE. NE. ERBSFEFZORSZTU
BETZERIARBSZENNRSE.

ARG

AP Core Cortex-M

Audio Core DSP
TEE E Xtensa HiFi

BT/Wi-Fi Core Sensor Core
Cortex-M Cortex-M

& 5.2-6 ZRHRM

- BER, 5UF, REER,

« REE, BE 15+ BRRSER (MHAHRSK. BEEF. 2HERSK. EUSE0. Kk,
DB E)

- REES, BEE. NE. ERBSFEFZORSTURTZIERINFHSKED
HIRE.

o PRAVMELF, ZRWKREDZEER 10+ L8 SoC FEERUSZERIRIT,
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Master Core Remote Core

Services| " Apps Services Apps

Vela Kernel Vela Kernel

SUSZRS SUSZRS

%?W%ﬁ ISPI/
OpenAMP UART OpenAMP
-

& 5.2-7 ZFHER

KgAK

1. RMSEXHRRRS

s XHRFIUDHASKEE,

N EETR, ARELJFXOXMRFLATHMZL, NEUXHREESIFREZ
MRS,

X, BREXRRBRATEE, FHSER /83,

2. RESZENSBEO. BiKRS

s XBERURENRE, REHESEERDTIIRINEE,
TAMPEGRRENAERA, XHYESOSREANREONSKRHER,

o BREFREERIZEAA, IFESRINHIE (ADB/Telnet/SSH) W FZZ 8@,
3. RIS ZNEERFRS
SBVSRIMUEETIRENKZEEST (Socket), RERBMBEEREFRRBA.
BRERAAEENZINA, ERFTERTINSERERNEL 10 KRE,

o ZWRTTENR, —IRFFRRIESIFAM / B /1P ME=fEERE,

4. HeRHUSERS

SUESZATZHERS: BETNRRZEERBHEIE MO,

SWSZEM 10 KRS : XFEZBDEMS 10 FIR (GPIO/I12C),
SUSEMERS: FEZIP MEZIEE,

SUSZEFHRS: XFSHHLZ RTC PR,

SUSEBREERS: SRNTBREEESR,

SMEEMIREHITARS: SERGHEREEITRAHIER, HlERTESE
RBFEZHREMPSENHR (BT, SHeE. ISR EFE. HERS) .
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« REZSHIPNRS: SNSRI T RSB SEI SR E R,

« RBZBRERERS: FUSZAERSBATRIFMZINTRZO (L T8, RE2H) ,
(5] B 5 5] LA BS AZ @ L BT E

- RBRZRERENAREARS: ETZRNEERFNERTENBRABRS.

« RUZBRHERE: hMASRMEELI, JERMREBRZEREERR.

5.2.3.2 REHARIELR

BARNE

INKETE OS 7E loT iR% LA MITEE, #AKEARS, TEHE. AKE. ERE

MNBAERFERARMNZEEA, BRET Web Assembly AT A MCU 22 =57

BRA, IREEHTLEE, TETN TR LA

. BHRZLMTERTRE: EF—MUREGTEE, CRARSNEASEEATER
THENRENRANRSER.

« RAERS: EFEEREUNTERPEE, BHRLBH. R2AREINE, BIRR
ERGRRR,

o RPIER: BENARSHNNASBKENRS, BHEEERS. IRSE3E, %
SEFMESRS, SUNRAFRIEE,

o MEADERLSRE: BT Web Assembly BBRALATERLNITRE, #—5
FRAEMT MCURL=ERBRA, RIF IoT REWRSMH,

RARRNA
IO FE R 2 fe R TS i Hfth i
B IR %278 o
i) 2 afEitE
REZe

wHne B IE— 58 (HUK) BRI

5.2-8 Vela &I ARZEH
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MITEE DJfEH1THER

Vela R &S MITEE &%

Trusted Application

Wasm Runtime TEE OS

Client Application

Secure Framework

Framework

TEE Client API (GP Compatible) Trusted Application
Runtime

Vela Generic Kernel Vela Secure Kernel

Secure CPU Secure Memory Secure Storage

Hardware Platform
HUK Crypto Engine

5.2-9 MITEE IJEHITHRIR

KgAK

1.

ZE2EN: ZRE2RMEREERSRNEEY, BIQHRIIEFSBENES, BIRE
X GHEFNTENOE, UBLEERIEPMEHFET T RAERNNEFSE
B, Vela Z23, SRGHNFEZ—RERK, RIESHSEFIHNEEEERE, &5
W@ EA AFNENIZET. EEMNIENEEAME, WREFRITELK, WEE
ERRESEEL,

BEFE: Vela ZiFE OTA(Over The Air) FXEH RS, TMTLZLE. 8
NEZHARERE., RAREEN, RAEHEFRIE OTA THEIRE ROM HEH
TEUMEEE. EXHRONXHERN. BEE. EEERNE, FREHFSX, I,
BEMEY (BFEARKENEIXEBH) BT bootloader X F—M ERERB IS Xid
TRIE, UMBEMESINIEERS.

BHERSK: Vela RERFPERR, BTRNARFRUBHAMEBNEGARE
B, ARANARERTENEGRETE (I TEE 22KE) NER, BHUNBEFA
BEE, SEZPER. Z2NEE. R2EME. BHIMNEE, BEENMEEIITE
EL2BHNREERES,

MRZSIE: Vela MBESIEXIFERNMMBEEL, W AES, RSA, MD5/SHAT/
SHAX.509 IEBEEH TLS/DTLS FthN#F, HABEHENEEN, Bid Vela A
B9 Crypto HEZXIIRIEM IR, H—SIRSREMMEE,

R H: Vela BERNREE, BFEH=AMNENER, RS AREEE,
BIELRNNIR. TTRINER,
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6. MAMERLRE: lof MCURREBEZEBHANGFEESRT, TRNAE, NAMF
AHRELREERE, SBNBEREMEINERE. EF Web Assembly FESHA,
RIENBMNBENMAEAGFREEREN, HERONRES AL BERERRRIE
Z2t, AWEBRNALEEREGEANANSHERESREE, B, Vela BF
Web Assembly Bk AEE TEE EHRTHE, #ET MCURE=EXREREX
ARERFERZE,

« TEEF REE ZERE: RERZLBENKE,

o TEE AZMABAFRZEN TARE: RIEBFPAFEAN TAREFN TEE Z2 R A,

« [F TAE, TAFI Runtime ZBIRE: RIET]{ER A Z B AR B RENY 5 B 851Uk

=

EIL‘J\O

5.2.3.3 RERERERIER

RARNE

Xiaomi Vela BEREFERFRAUREE. 8%, KINE. BRESH MR BIR.

FEGHE Widgets. DB, H5. BMASMH. RELH . FANHTERERR, BHE

BHRREZIRA oT REMANF A,

BRRNBUNT

o Ul A% (Widgets) : 83 Div. Image. Video. Chart. Swiper. RichText. List.
Input. BarCode. Progress. TextArea %,

o FSIZEER (Animation Engine) : XFEEXEBHBENEMNYENE,

o #BE#ER (Layout) : Flex. Grid &,

o BASMHER (Input Event) : XIFSHMEAIRE, W Mouse. Touch. Keyboard &,

» 2D E4ER (2D Graphics) : 8FR. &. B. BRINFERH . BRZFR
B RMEHINEER,

o XE%H (Vector-Drawing) : ZHIHEEEFER.

o H{TIEFRMEHR (Parallel Rendering) : ZRIERESHTLE, REBERNEK,
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SR

Applications Native Apps Quick Apps

Anim Engine

Physics Properties

Font Multi-Instance Vector-Drawing Video Decoder

GPU/SIMD Display Parallel Rendering Input

Driver GPU/CPU FB/LCD

5.2-10 BEEFERER

KRR

Xiaomi Vela BEREMERERZU LVCL BEEBFERENEM, ANHEHSENILIE

BHEEN, OTEEERNAEEAMEED, ORMSEHGMINEIE, B

— A NBAM=SNANFL,

1. BERFRERSIZ LVGL, WSIEHR/NTTLAE 32kB RAM 1 128kB Flash £i&17;
REEHEERN Ul WEADMEMBHAZRF. Xiaomi Vela EEEM ERIEZS M.
MEIFINEESHEMEE, FREESHSRNESFHHERIANSE.

2. REZREMEENEHIERS, & GPUSE, EXHFF VGLite. NEMA. DMA2D,
G2D FZ M GPU fNiE; £ CPU S E, B3#F MVE 1 NEON 2 5% SIMD ByAniE, £
T RGBT I T FERI PR

3. 2EMHNBRERDUSIZE. FA—ESRNEELE, XHF 30 RMPEMHEMZN
Spring ML ; RATH—H Ul SRS, BETAERE, BATHASE]
M=,

4. ZHZNABER, —TEABBERNANERES, BREFREHANYE, ZHE, X
et IMUAENERRES, F=mmEdReelH, FAmRFLNMNSE,
BRBIAR R BT IR T & BRI REHRAR
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5.2.34 EENBEFERES

BARNE

EEAEER o] BIERFANEMNERES, BEAL Vela THNERNBETFRES

BT

s MBFERS: B8 79 MMEINIEBENF 20+ NEITR, HE lof FRNMEERE
Mzl E R,

o BFFES: LU T EIE GAP/A2DP/AVRCP/HID/HFP/PAN/GATT/mesh/LE Audio
FHENRERE loT B BR/EDR & BLE profile,

o WIi-Fi FE%: EXT%—M wpa client #OF Wi-Fi IXz0#EQ, HLIWMT Wi-Fi K
FERTEERERINEE,

o Telephony F&E%: HETEIE. 12E. HIE. M. modem R REEEEZFINGE,

« BEREETFRSA: LHNNESHSHE. TEETRRER/NK ol HANEEKRE
REHITEEKEIE

%tﬁﬂA¥%%%,LI%NRNWWQWAW%%@WE%W&OWEWE%¥§

SGEMRM T S — Framework API AR B2 FER, HEMBEFRNFRFHRET A

EFEE4TarBAaML.

AL
INREEREEESR

Telnet. cURL. iPerf. FTP. WebSocket TAPI Connection Manager
ervice

Telephony CAN
CoreStack HIHEES I I /LIN

CAN

.

.

.
I

.

HTTP. DHCP. mDNS. MQTT. CoAP. Matter

TCP/UDP

IPv4/IPv6. NAT

6LoWPAN

Wi-Fi/Ethernet 802.15.4 4G Modem Bluetooth

B 5.2-11 Vela EEMBEFERES

XA

BRT BERBEREE S, Vela R T RESIFEMNIERINGE, thin:

1. EBENEBZIERN - B SoC RARMT, BYBZERBRERN,
ILREREREREEES core LRI B o] LATEMNERE ﬁmmewmmAM yal
EEEENBNEZEE,
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2. BHARXFREAEBEZEEBRSN - BEFFREATEMEE Audio/Telephony R 1T
BIE, ES%EHE SoC HIFERT, BFFRATUUNECHAXFEAMBEEARATN
core b, IEFROUUERINENSHEEZ BMEIRIFHFE,

5.2.3.5 VelaAl imfl] Al HIEHELS

BARNE

VelaAl infll Al EEAER O SAEERENRE LT AES. MRS —ERNE, IH—

XA, aTIRAZ 1 VelaAl LSS (AREENIRE, AEBEARE)  TEMNERRASE:

1. #EBE%1%2E (Model Converter) :

o REERRBRRBRKIIGEFR Al BEEERAEETE Vela RALEBTHEH., EFEE
BEk. ERHER, DHERALRENZRERS.

2. 5|2 (Inference Engine) :

o HIESIZRBERARNRA LMEBEIEEOREE, FHHT Al EEES,

o XANMBRMAKL. Al RERUERAUIRSHERE, RIFUEMER, EUERAR
WIERI R TRRE

« XEZWAES, URERAN. BERITNBERESLHES, RES— AIERE
ERRAPIHISR, B A VSHERE,

o ZREME, 1 NPU. DSP % Al ZHMNERE, RUTSEEHEMUEIR, &Y
RIZFEMMEE, HEREZARRNSUEHTEITARE, DURIE A EERESHREN,

3. RN TIAR (Benchmark Tool) :

« Benchmark Tool I2ftEE S, REB LAGFELE. BERIRIIGEENERN. &7
RYEMQ NS, 1GRIER TR,

4. BREFER (Deployment and Integration) :

 BHEEBARRE, ERNIMEERE—REEEE AP, AAERFTRRETERE
FRS N AINNS, ARR— API SRERME . BEF M. EXBABBE DK,
MATHEESRE, BIoTMEREE,

- HERERUEHRAUEAR, ARARRFXIHEBEREERER, ERAK S
AT THRARIRE L Al WSHAL.,

« XHEMIE, MEARAREBEMEPZEMEMRAT Al HE 5| E2WIINNER
FEiRE D,
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SR

PC fl Converter ] Device Ul
SEHRSEMI (AL Runtime &1k
W ’
IR B it [ REERR ]
Benchmark Tool .
Backend &%
BFRME
CPU CPU
eler DSP
eS| : °E. QN

5.2-12 Vela im{N Al #EIEZEH

E3: 25N
EZRFESANES : Converter #R, Runtime #IE5|2, Benchmark Tool,
Operators Library # E#&O.,

1.

Converter t81R: B EMEREIARIERTTHTER, FENKRIEFOREE X4
HITEME, ERIERESENNRT, BREERY, RAEMEENE,
Runtime #IE5|%: TEGS5IZNERRMNK, HNREEA4NEFRYE, BEFE
i Al IFAIRK, MABTIEERESH; £ delegate #0, 7 RIEZ NPU.
DSP [5ifs, LI ZEi% fallback IR, BEEMEZRRMIMEE,

Benchmark Tool:

a. Benchmark Tool for Converter: Converter $f Benchmark Tool P34 NI#& By 45

BAERIRE . HENIZESE, LUITM Converter NHERIEMR.

Benchmark Tool for Runtime: Runtime %8 profile tool, &iZ4uM e2e-level.
op-level. kernel-level latency #l accuracy HE8, RMAIERFERAINFAERE
MIEREEMERE,. BEXEFHAETEENREH EMNERBTHIHTESRFMRM
%,

Operators Library ¥ B#&E0: W/MEEEFT RIED, Bt @8I EXHIE
EEZRPHRIMBENEF, FiRM test case MUEANIR, AFUXEEXEFHM
seit,
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5.2.3.6 Binder XPC EZ8

BANE

XPC 2 IPC (#iZ[E@(E) 1 CPC (a@fE) Z&EMSHR, Vela Binder-XPC RE& 252

MEZEFMTHRAGSE:

s BMARARMS: ET Android RATEIBFEHN Binder AIDL 2K, LIMEHE, B
ZRERMIEES, TS Android Z BB EE#ZBRSS B F &E

s RIEESEX: REMNEEIES st C/C++/JAVA/Rust/JS &, BREZZEOMEA
BHRMREEESLX, ARESZETUHTERR,

o EOMBH: RSZFOLWMTBHL, TURZNHTRSNIAR, HZIFRSBAN
RIREE,

o REBIEE: BBFHFSE Android B9 Binder AIDL #5f, TILAFISZ#E Binder AIDL B9
BER% (Android, Wear OS, Vela) ZE#TRSHNEIRR,

o TJRAM: FRAERS ADLANE, #7% Android Binder I A A RTILAR Z 8917
RSB A,

BARERY

Vela

AIDL Tool
Binder Application

AIDL lexer

Binder Service Binder Client

AIDL C++ Generater
AIDL C Generater

Binder Generic

IPC Binder CPC Binder

. Rpmsg Socket - AP or CP Core
FC Driver (CPC) > (Android/Vela)
rpmsg

Vela Kernel

& 5.2-13 Vela Binder XPC #E22
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KEEA

1. Vela Binder iR E: HEM@ Binder ZAREORE, LI Binder BE 4 AI Bn/Bp MWX,
TREFPIRMRSHEERET, iF ADL NEREH.

2. Vela Binder IPC: E@ Binder BEE, fIRZMN IPC X1t &L Vela B2 8 AR
SEA, EAERERNFES Android 89 AIDL 1R,

3. Vela Binder CPC: 33 Binder CPC €2, EEHMKERXARBSIZIERTH
romsg socket, X#FAR[E CPU #%Z I8/ Binder BRESHIEHA.

4. AIDL Tool THR: EF+xHEH Android AIDL TE#TXE, BTIE AIDL XA
N HNREES XM, T Velad, IIFNERIESH C++, BRABERREZIRIZ
BHEX, WIRMH CESKIETE,

5.2.3.7 Emulator EHBFAERESE

RANE
Vela RIS T LUEMSEIREEM, WEFA, Bid, WHMRIENT R, EEBMH:
s ARBESSF: £ loT NAAAREAHZEEHMRITUFBNBALIE, BFAF
o IEMXREH
° URMEMRURENETNAER, EeMHETEDNR,
° TRMEFEEENERMBIEFR, RASRTBNITEE,
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loT IREmERE
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Application Framework(C++/JS)API

B R BRSSE

Camera IR &M GPS Rs51EH1 Sensor fRSSEM Telephony ARSZ1EH

Vela Runtime & Framework

Vela Framework

NuttX R#%iERE

BT EIRE IR
VirtlO #RiEIKE] Virt &Kz

| Crypto | Audi Socket b
nput S udio gvsockety rpm Pipe Display | Battery || Camera

Block || Net Serial || Rng GPU

EIM RS (Emulator)

Vela kernel
RTC (PLO31) | Serial (PLO11) PSCI
VirtlO £#E
EZR% NuttX Scheduler & IPC
CPU &3 4% (ARM32 & ARM64) SoC EEaXZH
BEMBHEE (ARM Virt) Board 5255
TR AEL
EHLER IR

5.2-14 Vela &R F &
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KEEAR

Vela RUBFE T HERUB[METRELE, WZXH QEMU &, TEGFENTHINEE:

1. BEFAEZE: X35 ARM64/ARM32 F8, ZHEFITREZ SMP,

2.t VirtlO IREhsZHF: SZIFAHE 18 7 VirtlO IXs), S1FEHIE. Block. Ethernet.
Serial. Input. GPU. Audio. RNG %, BH#l Vela @& Linux R4S VirtlO IKzf
XER20 loT BIERS,

3. Virt FEREN: XEEX QEMU Virt FRIR&ENXKE, FE68E RTC (PLO3T) .
serial (PLO11) . PSCIl(Power off). Pipe. Display. Battery Z%.,

4. BRRSEYN: BEFENEMMERBAIMSREMNUINGE, TE=2 Camera,
GPS. Sensor. Telephony,

5. loTIREMERE: XHRAE. 5. FX. FHRRERENVENSREE, RAXLERE,
R2ZiREmEBXNINEET LB EERENSE LHTHRKIE,

5.2.3.8 EF WebAssembly B9%— [ A 23

RARNAR

Vela EA—1MEERZRS , TEETEREZRIVBMHIRE L, EMAREIRAZEM Linux

MIHIZ IR R A D AR EN S INEXEE . AL, Vela % EEA WebAssembly A, AL

BIRH— MEENT RIS THNARER. ZaRNMEAER:

« FFk& TypeScript for WASM %1% 288 Fia TR , SX¥FER TypeScript iIBEFF & Vela [z
Fo

« 73 TypeScript B RMIAKXINGE, ESBH IDE, AIAREREMRNFALRAER,

- RUBE—NNAEEEHD, XF—HFM=AFREFERZSTES (JavaScript/
TypeScript/C/C++/Rust & ) FF &R,

- RUNARBRSEREHD, XF—HF5=AFRNARS.

- RHE—NRFED, IHSHARKESEREDN APHBBRSEES,
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RARLRN
KRmAH RRAH WASM 2T A%

mETHR

C/C++ (for WASM)
Feature | WASM
HEZR RIFAtESR
WAMR

HmEIR
GUI Feature J| {4 Feature @Si&{k Feature
WAMR AOT
EF /Wi-Fi/ wmETH
WASM
o
WASM iG{TR IR E R K F Feature &0

Sensor HEXE#E JIDL &0

Vela Framework

NuttX Kernel &Iz

5.2-15 Vela WebAssembly FJ%t— [ FA &5 88

KEREA
1. 32#F TypeScript IEEH A& Vela MAHERS:

a. 5INBERWASM5|E | &5 Vela NAEEES, o AINEFIETT WASM FRAERER,

b. SHIE#XEEF K wasmnizer-ts INH , x#F TypeScript iIE S HmI1EHN WASM &R,

2. XIFZIEENAR—HER APL:

a. BES APl 1R D AET Feature, FERBEEXMNZEOMIAES (IDL) fEAEN
Feature B9,

b. 12t IDLERI R, R Feature B9 JIDL OB AEMEKKAE , TR 25

JavaScript/TypeScript FBESEA.
c. 1Rf Feature TRHERIELR , MHEEH Feature BIIIR,
3. X#F Vela ZMRXBNAFAFK:
BREANBFE.
b. TEE Z&WETHNEFA.
. Vela Ul RZF AR N FRSHF A

o

(9]
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5.2.39 ZHEAFFESR

AR A
ZREFERENRS 0T RELIWTFESHNSERINE, FEAFRERETES.
ZR. S¥W APHZDO, iILFREMNBPEH IR RERSEARINEE.

AL

4 3

Media Proxy

Media RPC

Framework
Media Player Media Recorder Media Session Media Focus
Media Graph Media Policy AV Sync

Kernel Driver B

5.2-16 Vela ZIRAF RS

KRR

1. EEEENT:

« BREREANRE.

« MSRAIRERAN RS,

« BEHHERIORE,

« B ERIEAHIENRE.

o FREBYBIENBETEIEINRE,

- BHTREZBADERANFRKELIE.

2. FREIRITMABRIRNEERRNT:

- B, BRBEG. BT R,

« RHME—EE APIHRO, BR5ARNESLEEXHESRIE.
« ZBROHIRN,

« BHRRSARED, SFEREN CPUEND. RNNRBXNIRESESE,
« XFFEMTEAEE.
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6 RHEES

61 AREFES

6.1.1 FEEEN
RGFAERASRERANE—NERFRIE, RIKEHE 0S —HRNNAFLTA,
FREFRAUEBA—WIERSTARMBERNAE. RENA. RENA, BHE

SET Al BHEREEDRARAFREE, Al #HYRETIETIEBTEMTNA. {E
Epk. BIRNEFINGE, MRABRESHEE.

6.1.2 FRFEER

MiCode IDE

mRFE Al T2 e

i RTBER HERES I

ZENH
(M EEL S RfFEIREN

()3 P& TE DA

RilE REES H—AEDH
RS

2=z qEhakii Dump £

Windows / macOS / Linux

61-1 FREFSRARENY
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6.1.3 ERFMH
6.1.31 H—FEKE

BARNE

BER—NNAFARE, ARAETLERERNTR. ERKOBEIRNA. TEMA.
RENA. RO TERFARNZEINR, FRETURSERNABERNINGEEHE,
REEAANRESER, BReABRNIEPEMNERYE, URBHUNBHNEEMEE

oz,

ARG

Bimk A IDE &4 L= IDE & BZEMNFA IDE &4

H—ESEER

e 5ptTAS

Al FB R

BEREH

fmig=E API KB API Ul B4 API RIFIE AP
IntelliJ IDEA

6.1-2 Z—HEWIER

KRR

£ Intelli) IDEA E EEFIFNY R, EB7T Intelli) IDEA RO OINEERE, BEFER
WBimigas. Binas. MAEHENRS, BEENBGHNAN, ABRNE. RENA.
FENAAARHTIRSHNINEN IR, AIMENRSEER. MRERESR. DS,
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6.1.3.2 Al B4R

BANE
BEFRERERMALBIINE, SU A HEmIEEES, K Python. Java. C/C++,
JavaScript. Go EZfES, XIFABEM. B2, LEERE. KBS, KB
EERHFEINEE,

ARG

INKiEHE OS
(ad:2}

FHRATEE

Al HEBh T2

o o Al 2 KR
o5 —

M E

Y
22508 |

i

RESRERE

RiBES

\

EHRE

REBoH B 3 BESHMIE —

Ri% /#3115

6.1-3 Al RIZENF

KRR

1. BARNBEEEN: 27T 600B ABEERIL, ERERFAFAKENEN LEEN
55, HEEFIRNRZIESE HumanEval TFNE ESEMBBRE, BENREXNF
TRIRTERIREY,

2. ERBEEIRR: TEALRETR. #HERS. RRING2MBAER, REREH
REEREE, A BHEEABETE, MRIREEHTIXESHME. 2268,
REBATZEINERASHSTIRABRER, RHHA, REEMRAAHEEES.
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6.2 BRIFR
6.21 FREFN

ERMERAASFEREENNER, RENDIMNSHELEERSHALKEEEMER.
RSADEMFE, FUEBT, NBRESMIAPBISEE—PHORSEMATS:
ENAARXEBESR, RSRBAMEMEERRE. A, FHI BRTZHERSANE
BERENNAS, EEFREBENENEZRIMNA,

BNSEAXFN FHENEECHNEREBRAEND, HERUFNATONEIRESRE
DERES, VARFEMNEENBE—FINAELSKRAZHEMRE THEERS.
REPFSHREEDTRZE. BYADOMEMERE, EXNHEETRESA BiR
ABGRENESERNEERRZ—.

INKBIRAFESZIRELNN, BESLAFAELNTEEN/NIHRSTHRNER
B, BEFE/NKEHEOS Zin. BinFEMEN LEEE—PEIRP, REAOD
SREBENAEEIKEMNBELRRE. Al BEED KRR 2024 FEGERHN Al 51EM
EEIRFARNS TS HREEEFNERIR, NKIAMNDREREZI U ANA
PE. BESRAWIPIARBLH.



BEREN AR BiRE RRRSSIER RBEAK RRES FHEFF i 170

6.2.2 FRFEERM

A
A
B
O =B T
: M sz B sass mass  |HE :
£ Y msen MM mess mesz . N .. P
. 1 i 5; g
B M caven P sues mems NN N .k
EED O EDDEESEEE O =
RS EMRS
i .
i : FR I REA (R, 1E1ES) e — §

B 6.2-1 D RIFRALZEN

6.2.3 ERFE
6.2.3.1 REHK

BARNE

MEMESTR2ELFIR, SEFNERATYVERNEZFL, & SHEMEECS
MMEBNESERZNIRE, NBARFEMNERNE—FNNBAELSRBAZHIMWEE
THEERS. BRSPESUREEOTRLE. MYAOMEMERE. RSNEFK
MEREHSNEELI L, UR=ZFESTE, BRNARSS KHONARBEE,
INKRLUNKEH OS BRIER G A EM, RS KR KIET Andriod Widget 1 maml £,
BIENAERS . ABEOXRS. #S5FRRERS, —XARZHXF (FN. FiR.
mEaR) ; WERARERRDSERE, MECEAFENBES, BinkARSERM
FETEEEMNFMAELAS; 72024 FRRESHEESRNFTL.
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AL
SXMBAHENEECHERERRSEN, FERUFNMAPONBEREERD KRS,
INRLUNKZ FE OS AEARRE, RAMAFTH, SIMINR—UIARSZD K.

EERSEE

BARE ayEnllhne EMEE ME R 1 RS

1z 3 ARSs

INKIEHE OS

F £z FAR loT 8%

B 6.2-2 BRSZ D KRR

KRR

1. RSHX: REEXNEREEBRSOKNEERT. UFNAIEE, Bz, SR
RRSABHELRF, BEEERSURURSANAPIER RE/NSHER,
IR KREERFRERE, RABFPRRERHNERMNGER, ESHEMIE
WEMHE. BRIMEIPEINKIRSEXENETHRELT. BREE. £ERS.
BRI AZ R 12 MEXGROEED KEED, BERN AKRS BENERE
R IRS A", ERARPE. B TREFREERM A BRI,

2. RSBEE: AANRSERR, ARINBURSIFHRARSE, TERE/ L—F
=iE), BIEEIE, AP EMSENREAFERS.
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6.2.3.2 NAS K

BANE
INRNASRESHNTFIERR:2. REENNALER, IWNKBAFRFEZEZRENAN
T8, BHOFRESERKK,

BAPN, RIETFRABE. FXPOSENASRER, ETREAZMNDE, TAFPRHEEE.
BEE. EReNNATHRERER,

FREWN, KIEFNKFEEES, NEBFL. ok, BK. TUNLESEABREL L,
BEFEFMBE, IARETRYEE. RE. OBRELNE.

AL

NMADEAARREARUEIAPE. REAODERE. 8HE. BMiFaRE. BEE L5 XKER.

s AFE: 838F. ARERXFEAF

« RBAOER: XFAFPN. FRENSRIAD, B RESZIRRSED

s BAER: BRNAEESAN (NAFL. 2k BK. ) #UT2HMURS
REN

- EMFEE: 88 7THA. MIINEMFE, ELEEONSIH

s HIRE: 887 NASRKFRNERRELE

gg BE - BSAD FRM - BEAD

A : P :

| : i INKFFEFE

E :
R BN HIEWS nmRE

ap

Be

jEJ mBmE ATEH EEES HEIRS R
KA Sy ERRTH BRER " BRAE
EREE : e S : XBFE

= e e - -

i Ly sl | ¢ R wRmEE msAEEEEs |

g | 3 g

% RN crssex G HEEEEL umssnEEErs || senserasmrs B

HIRE

& 6.2-3 MADKKRAKERE
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KEHA
1. INKIRSBIEZR: /IEIRSBIESE (Xiaomi Service Framework fEFR XMSF) X%

GMS*RIFARSS App services i£1% ., BEEEBNARSEED, WENKEE OS &
IRt NARS, HRA=AHRKEFN, BEN=FNAEEE. SYBEARRRS,
AP RS BERRR,

BEl, XMSF EREEHIRSEENMNER, BNETHEECRSIRIEXRS. &
REHRS. NAERRSENBRSEHNEE,

WMESKRS: NASAKEEENASRESEXBHNHRTZ—, EFT/NXKEE OS
RAEME, NERBRATHNRAETE. T, EFSHTHIMERAFPFR, @
tEOFLERET A LRSI FIKEE

ERAEXRD AL, IBFEMHATESRTH. NASKESR. TERIIHRRT.
Bundle BAMED K. HFRE RS T HEFEEIZNEED .

ERAEHL, SRFEAXKEAKR. Z0EFHK. WLAN TEHEH. NAREHS
SE8EN.

PEREBESHRE, BOFAEFRTER 2.0 NAS KRS, BEHFAERANES
KRR, WAOFRERBIER,
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iR

EBRENSZFLFBNKZHE OS, B2 —PREENNZ, HEERHNIEF RO
ETRGRRTEEETEEN—F, BNBIIEERNKZHE OS SR MEEMKFIT
YR, BERE, BIIESTULETHEWVERSIE, MAFPREESHIORRT
mil EEFRIETE,

. HERBNREFES

EREGE, FRMSFERATSRROZONEN. FNBE, REETHESS DM,
HMNAEAMHENRIEES, NAPRIEESHME. NKZHE OS BFRE2/NKEX—
AIERNEIREE,
HMNEmARESSENKZFE OS A KMH PR, HETE-IPERK. ELIH
RKEFEa, FFRANKZHE OS NS RELASKNALRE, ILIEBEERMRER. ¥
BHMEG/NKZHE OS, SlEHESHEFHNNAMINE.

BRTY FRAHE, HNEERMBINKEHRE OS 2ERABSEKETH . XMIHEEHEENX
FRH—FIZFNRR, SERXAEII. mip#E . £E5EEF, UEMNEFTER
ANKEFE OS WESRR, HMNRESNIEMEW. elVENFLESSEX—1T4]
sk, SE;AN—EHE—TFR. ERHKREK,

ARPHERERFIRRT @

EAREFIIES T, HNNBFRERNRAFPREESHENRI M, LB ARE
EZRER. BEMNESR, NKZHE OS BRNALMX—BirsmiITENTRHEFEE, BE
FEZ5I NEBRRER,
1. ZSHHBINAMRS
INKZFE OS MM ESHEFPUNUEZRSHSHEUNNANARS. NLATEE
IRRNA, NEREREIIRRERE, RNEANTHARPEH—TEESIENES
A,
2. HEaeEE
MKz FE OS ME R ERAENESIREZBEBEIFIME, RUBINGBRAFAER.
TIERRERSHNE RS, BRREERKMNIINA, NXKZHE OS B LMRE
ZBRNEREERE,
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3. Z2£5RF
HINRMAPYFZ2MIBRARNXY), B, NKZHE OS NRITER T ZE MR
MERIPHNEEN. ZIVBARRARERAMEAES, UBERAPNIENERS
B ZERP,

RERK

INKZFE OS BELEKNARE . GEKEMEARZEFENERINCRRNLKESR. &
MNBFSSFULERMNNESR, FRITUALEHEDNRKXEF, NEPHERESIREN
@R, IEEMN—ERE—INFR. EROREFE, HEEEHFRENFTHORE T @
EEFHEE,
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i R

SRAR:

KES. =Y. =8, FIh. B8, HERE. TR, URE. S RES. RIZE. .
AN, XM, BEE. TR, BE. BEE. ki, SWU. REE. KER. EK
BEWE. TEN. EEF. ASE. WA, BKE. B, =5, & KTE. TR
SRIEIR. EM. KX, BB, B, KUE. BXE. /8. EHE. AL, EME.
FHRE. BT, DiR%E. IR, KBK. HRIE. BBEMH. DNE. FREB. 5. RKEE.
FYl. TiHB. KIR. REARED. BRRsR. XE. TR, E . RER. =



UAADLG, ITIE "TAEREES, #ERSR
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